FUNDS
Government Fund Types
General
Emergency

Principals' Funds
Total General Fund

Debt Service
Bond Retirement
Total Debt Service

Capital Projects
Permanent Improvement
Total Capital Projects

Special Revenue
Trust Fund

Local Grants
Classroom Facilities - Maintenance
Athletics

OneNet

State Grants

Race To The Top

Title VI B

Title |

Title II-A

Medicaid

Total Special Revenue

Total Government

Proprietary Fund Types - Enterprise
Food Service

Uniform School Supplies

Latchkey

Total Enterprise

District Agency
Student Activities
Total Fiduciary

Total FY 16 Estimated Resources

001
016
018

002

003

007
019
034
300
451
499
506
516
572
520
589

006
009
020

022
200

ESTIMATED RESOURCES

13,883,726.58
1,107,541.26
59,850.00

15,051,117.84

740,149.74

740,149.74

103,079.20

103,079.20

16,264.00
47.860.80
44,775.00
167,676.30
16,200.00
0.00

0.00
387,030.66
612,019.72
88,969.26
0.00

1,380,795.74

17,275,142.52

904,196.68
0.00
20,0980.00

924,286.68

101,016.62
142,444.61

243,461.23

18,442,890.43

EXHIBIT VII.B.
(Page 1 of 2)



FUNDS
Government Fund Types
General
Emergency
Principals' Funds
Total General Fund

Debt Service
Bond Retirement
Total Debt Service

Capital Projects
Permanent Improvement
Total Capital Projects

Special Revenue
Trust Fund
Local Grants

Classroom Facilities - Maintenance

Athletics

OneNet

State Grants
Race To The Top
Title VI B

Title |

Title 11-A

Miscellaneous Federal Grants

Total Special Revenue

Total Government

Proprietary Fund Types - Enterprise

Food Service

Uniform School Supplies
Latchkey

Total Enterprise

District Agency
Student Activities

Total Fiduciary

Total FY 16 Appropriations

001
016
018

002

003

007
019
034
300
451
499
506
516
572
590
589

006
009
020

022
200

Appropriations

13,883,726.58
1,107,541.26
59,850.00

15,051,117.84

527,1563.94

527,153.94

74,676.46

74,676.46

16,264.00
47,860.80
44,775.00
167,676.30
16,200.00
0.00

0.00
387,030.66
612,019.72
88,969.26
0.00

1,380,795.74

17,033,743.98

904,196.68
0
20,080.00

£24,286.68

101,016.62
142,444.61

243,461.23

18,201,491.89

(PAGE 2 of 2)



FUNDS
Government Fund Types
General
Emergency

Principals' Funds
Total General Fund

Debt Service
Bond Retirement

Total Debt Service

Capital Projects
Permanent Improvement

Total Capital Projects

Special Revenue

Trust Fund

Local Grants

Classroom Facilities - Maintenance
Athletics

OneNet

State Grants

Race To The Top

Title VI B

Title |

Title 1I-A

Miscellaneous Federal Grants

Total Special Revenue

Total Government

Proprietary Fund Types - Enterprise
Food Service

Uniform School Supplies

Latchkey

Total Enterprise

District Agency
Student Activities

Total Fiduciary

Total FY 17 Temporary Appropriations

001
016
018

002

003

007
019
034
300
451

499
506
516
572
590
599

006
009
020

022
200

3,135,767.09
237,475.40
12,550.42

3,385,792.91

478,372.50

478,372.50

86,950.00

86,950.00

11,064.00
0.00
6,289.46
32,795.81
2,700.00
0.00

0.00
80,926.06
99,329.07
16,712.54
0.00

249,816.94
4,200,832.35
196,583.85

0.00
4,153.03

200,736.88

30,251.81
26,728.32

56,980.13

4,458,649,36
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SCHOOLS OF OHIO RISK SHARING AUTHORITY

PROPOSAL PREPARED FOR

Clearview Local Schoo! District
CF Risk & Insurance, LLC
Chris Fichtner

JULY 1, 2016 TO JUNE 30, 2017

Owned by Members ¢ Governed by Members ¢ Service to Members
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SCHOOLS OF OHIO RISK SHARING AUTHORITY

Mission Statement

Owned and governed by school district members,
SORSA is dedicated to providing broad insurance
coverage and high quality risk management services
while maintaining long-term financial stability.




Member List

Amherst EV {Lorain)

Apaollo WSD (Allen)

Arcadia Local {Hancack)

Arlington Local (Hancack)
Ashland City (Ashland)

Ashland Co Community Academy
Ashland Co West Halmes IVSD

Bloomfield-Mespo Local (Trumbull)

Biuffton EV {Allen)

Brookfizld Local (Trumbull)
Brown Local (Carroll)

Buckeye Local (Medina)
Carrotlton EV {Carroll}

Clearview Local (Lorain)
Cleveland Hts- University Hts
{Cuyahoga}

Columbus Grove Local (Putnam)
Continental Local {(Putnam)
Cory Rawson Local (Hancock)
Covington EV (Miami)

Danwville Local {(Knox)

Eastzrn Local (Meigs)

Eastwood Local (Woad)
Edgerton Local (Williams)
Edon-Northwest Local (Williams)
Franklin Community (Muskingum)
Franklin Local (Muskingum)
Frontier Local {Washington)
Gallipolis City (Gallia)

Gallia Caunty Local (Gallia)
Grand Valley Local {Ashtabula)

ESC Members

Allen County ESC
Auglaize County ESC
Clark County ESC
Gallia-Vinton ESC
Hancock County ESC

Hardin Cormmunity School (Hardin)
Hardin Marthern Local (Hardin)
Holgate Local (Henry)

Indian Creek Local (Jefferson)
Jefferson Area Local (Ashtabula)
lefferson County IVSD

Jennings Local (Putnam)

Joseph Badger Local (Trumbull)
Kalida Local (Putnam)

Kelleys Island Local (Erie]

Kenton City {Hardin)

Lakewood City Academy (Cuyahoga)
Lakewood City (Cuyahaga)

Leipsic Local (Putnam)
Liberty-Benton Local (Hancock)
Liberty Center Local (Henry)

London Academy (Madison)
London City (Madison)

Loudonville Perrysville EV (Ashland)}
Madison Local (Lake)

Madison Local (Richland)
Manchester Local (Adams)
Manchestar Local {(Summit)
Mapleton Local {Ashland)
Margaretta Local (Erie}

Miami Trace Local (Fayette)
Midland COG dba Tri Co Comp (Wayne)
Midviaw Local {Lorain)

Miller City-New Cleveland Local (Putnam)
Mount Gilead EV (Morrow)}
Napoleon Area City (Hanry)

Jefferson County ESC
Mercer County ESC

Miami County ESC
Muskingum Valley ESC
MNorthwest Ohio ESC (Fulton)

New London Local (Huron)

Mew Riegel Local (Senaca)

New Boston Board of Education (Scioto)
Northeastarn Local (Defiance)

Nerthern Buckeye Edue Council (Fultan)
Ohio Education Comp Metwork (Fulton)
Ohio Mid-Eastern RESA {Jeffersom)

Ohio Valley Energy Technology Academy
Olmsted Falls City (Cuyahoga)
Ottawa-Glandorf Local (Putnam)
Ottoville Local (Putnam)

Painesville City Local (Lake)
Pandora-Gilboa Local {Putnam)

Patrick Henry Local (Henry)

Pettisville Local (Fulton)

Pioneer Career and Tech (Richland)
Plymouth-Shiloh Local {Richland)

Port Clinton City (Ottawa)

Richmaond Heights Local {Cuyahoga)
Seneca East Local (Senaca)

Southern Local (Columbiana)
Southington Local (Trumbull)

Stryker City (Williams)

Toronto City {(Jefferson)

Townsend Community School (Eria)

Tri Rivers JVSD (Marion)

US Grant JVSD (Clermont}

Utica Shale Academy (Columbiana)
Vanlue Local (Hancock)

Vantage Career Center (Van Wert)
West Central Learning Academy (Alien)

Wooadmora Lacal (Sandusky)

A
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Pickaway County E5C

Putnam County ESC

Tri County ESC (Wayne)

Western Buckeye ESC (Paulding)



PROGRAM STRUCTURE
2016-2017

ANy

50

W United

W, Educators
F -3

TRAVELERS)

SCR

GENERAL ‘ BUS ‘FI’JUC:"\T{]F{S
LIABILITY | UABILITY |  [EGAL TRAVELERS

Underwriting Sound Foundations

EXCESS EQUIPMENT
PROPERTY JBREAKDOWRN

I' BEST RATING

A+

300 MILLICN

UNITED EDUCATORS BEST RATING A

]
00,00 00 i o4,

]

I

- : — _.. ._

MO DEDUCTIBLE {GL & AL} 55,000 DEDUCTIBLE $1,000 MEMBER DEDUCTIBLE

SORSA is a member-owner of United Educators. a risk retention group that provides liabitity coverages and risk services to schaools
colleges and universities in the United States *4 member af Wards group the trusted leader of benchmarking and best practizes for
the insurance industry. named UE a top performing company *A M Best Rating "A

Travelers Public Sector Services provides unique products ta stay in-synch with the specialized needs of public schaols Travelors is
the leader in the pubhc entity marketplaze Travalers has the experience and financial strength to continuaflly provide the very best
products to our customers

A whaolly ovned subsidiary of Maticnuide Scottsdale Insuranca Company benefits from the backing of one of the largest insurance
and financial servicas providers in the US  An A Mt Best Rating of A- XV {supenor} and a Standard & Poar's “A” rating

SCR has been assisting clients wath risk mitigation and general sacurity insutance and management for over 30 years and is the
recognized leader in this field




Membership Advantages

How We Are Different

Unique Coverage Inclusions

» $15 Million Liability Limit for Each Member
» Disappearing Deductible Program

. School Security Risk Coverage

Free Member Services

Legal Heip Desl
Rist. Idanagzment Halp Dask
Proparty Appraisals by CBIZ Valuaton

Boiler ingpections by Travelers Piopait,

Local Agents

) Insurance Industry Knowledge
» Personal Service

» Coverage Expertise

s B R .5 . A
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Membership Advantages

SORSA knows that mitigating risk works

Collzborating with our members enables us to provide specific solutions and no cest customized sarvices that reduce costly
claims We welcome the opportunity to assist members in averting a difficult situation and potential loss

Legal Help Desk How Can We Help You?

Concerned about potential legal liability for your school district?

The legal halp desk is here to assist you with issues at an early stage averting
potantial liability issues  So, if you se2 something brewing that may spall
tr-o-u-b-f-e, be sure to contact us and vie will be there to halp

866-767-7299

When to Call

A Ineed to fire or disciplineg an employes. What to Have Ready

} Idon't know the rules. Relevant Board policies and procedureas.

! 1 don'tiant my school to get sued. Collective bargaining agreement and/or other employment refated contract
' The employes / studant has a lavyer,

The community is upset over this.
Hov do vee accomplish our goal legally?

School Resource Library

Administration & Employmen:

Contracts & Agreemenis

Athlztics & Activities

Risk Co ntrol Services Bieachers & Piaygrounds

Eaoster Clubs. PTG's & other groups
Boundary Frainming

SORSA now has a dedicated Risk Control Manager! Building Loss Control

From playgrounds to computer labs, schoal buses and boostar groups It is not Bullying
always easy to spot impending risk Comnputer Securiy & Inteliecival Propart:
Conzussions & Haad Injury

Mew to the SORSA staff, our risk control manager is available to halp you in Employes Harassment
identifying and managing your risks  Available for on-site visits, in-person staff Health
training. inspactions or practical advice SORSA will keep you and your staff School Secuzity

nfarmad on the latest trends and topics important to keeping schools safe Scignce Labs

Savval Misrondurt & Prevention

Sturdlant Affars
Our goal; to provide our members with customized, accessible risk Threa: Assessment
P B 5 g Titla IX
services and a valued partnershig that benefits your bottom line. '
g P S UL T B TR N e RN e Transperiation & Bus Safsy

I O B N
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Membership Advantages

DISAPPEARING DEDUCTIBLE PROGRAM

Qur unique Disappearing Deductible Program rewards members who
manage to avoid claims. The longer your school district is a claim-free SORSA
member, the greater the reward.

Here's how it works

With each coverage type; Property and Automobile Physical Damage, the
deductible decreases each year that the member does not have a claim. For
example, you could still have a zero deductible on Property coverage, even if
you had a claim in Automobile Physical Damage

This graph shows how the deductible eventually "disappears” over time.

| . AuTo i EDUCATORS D

| PROPERTY | PHYSICAL [ rgp) E

| PAMAGE | raimTy D

YEARS Y
C

WITHOUT T
CLAIM I
B

L

E

After a member has a claim in one of these coverage categories, the
deductible for that coverage alone will increase the following year to the
standard deductible.

s - R .5 . A
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Membership Advantages

BELFOR (@)

Emergency Response PROPERTYFESTORATICA

Beifor Property Restoration disaster racovery company has completed thousands of restoration projects in

educational settings across North America and many heare in Ohio

A single-source provider, BELFOR offers sarvices ranging from emergency mitigation to complste

reconstruction and everything in betwsen

i
A

A 24/7/355 Emergency Hotlins for All SORSA Mambers
» Identify yourself as a SORSA insured and 2 RED ALERT Client
As such. priority response is given in the event of a2 regional catastrophic occurrence

Your account representative is Michelle Kirda

Single-Source Solutions and Services Available

Emergency Services

Water, Fire and Storm Damage Restoration
Structural Dehumidification

Structural Cleaning and Decontamination
Reconstruction

Mold Remediation

Corrosion Control

Contents Restoration

Book, Document and Vital Records Recovery

s @R 5. A
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How To Report A Claim

CONTACT YOUR LOCAL AGENT

Chris Fichtner
Main: 440 213-3842

fichtnerchris@yahoo.com

CF Risk & insurance

4456 North Abbe Road #12
Sheffield, OH 44054

EMERGENCIES THAT CAUSE

PHYSICAL DAMAGE TO YOUR
SCHOOL PROPERTY

DR EL 1.844.901-9790

carter-

raynes@sbegiobal.com

R - § - A
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School Security Risk Coverage

) Legal Liability
) Bomb Threat Expense
Child Abduction
Physical Assault
Ransom & Extortion Payments

Student Travel - Political Evacuation

In cases with exceptional security risk, when the
stakes are highest, reasonable precautionary
resources may be exceeded.

SORSA includes SSRI coverage as an important
part of your plan for school security.

Who is Covered?

All school students. administrators, employees, alumni board members parents and
family members while attending or participating in an activity organized or sponsored by
the school district




Cyber Liability Coverage

Cyber Liability provided through AIG Specialty Company offers a solution in
an ever-changing technological environment. This coverage protects data in
any form whether paper, electronic, or any other means.

What's covered?

+ 510,000,000 Limit of Liability (all coverage
sections combined/all member annual
aggregate)

+ Security and Privacy Liability

$1,000,000 Per Member Aggregate Sublimit
(Third Party)

+ Regulatory Action Liability

$1,000,000 Per Member Aggregate Sublimit
(Thirdl Party)

+ Event Management

$1,000,000 Per Member Aggregate Sublimit
{First Party)

¢+ Cyber Extortion

$1,000,000 Per Member Aggregate Sublimit (First
Party)

+ 510,000 Retention is applicable to all

coverage secfions

@ R -5 - A
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Performance

€valuation Group, LL

Advanced Technology for Concussion Evaluations

PEG Provides:

+ Abaseline objective measurement of how an athlete performs prior to a concussion.
+ Comparative values when an athlete experiences a concussion.

+ Provide the physician with meaningful information when determining if an athlete is ready
to return to play.

+ Parents with peace of mind that their child has been evaluated by the best available

concussion technology:.
Why use PEG?

+ Simulates game like activity.

+ Elevates the athlete’s heart rate to game play levels, allowing for more accurate evaluation
of concussion symptoms.

+ Objectively measures your athlete’s reaction time to unplanned cues identifying potential
deficits when compared with thair baseline.

+ Objectively measures & challenges your athlete’s vision and balance in a sport-relevant
manner, with ability to compare data when an event occurs.

“Parformance Evaluation Group utilizes TRAZER HRA technology. TRAZER HRA daes not diagnose, treat or prevent concussions
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PROPOSAL SUMMARY
PROPERTY

Lienits and Deductibles

Total Praperty Premivm.

CRIME COVERAGE
Limits and Deductibles

irrhding Telal Fefarrare of DUty iman, s e

Terms, Conditions, Exclusions, Subject To's

Ebuy_eted Property at Undescribed Premises does not apply to EIOHEI!?'I‘HC

Data Datoand Media.l -~ =



No Coverage applies if Bullding and Business Personal Properly coverage is not quated

Property Extension Standard Limits  Additienal Limus Tota

Accounts Receivable, in any one occurrence 3 1,800,600 5 1,080 006

Arson Reward S 5000 .5 5 008

Automobile Physical Damage, in any one occurrence Optional £$ 5860321 § 586032

Backup of Sewers and Drains S 100,060 5 100000

Business Income, In any one occurence 3 2,600,000 Et i |5 2,000,000

Ordinary Payroll: Excluded e L

Dependent Property. in any ane occurience 3 250,000 fo s

Ordinance or Law - Increasad penod of restoratiun, in any one occuirence $ 250,000 [' L e 1

Mexly Acguired Localions, in any ane occurrence ] 250,000 £ LR

Undascribed Premises, in ary one occurrence s 500,000

Claim Data, in any one occurrence s 100,000 S 100,000

Claim Data Expense, in any one occumence 3 25,000 ] 23,000

Covered Property in Transit in any one accurrence 3 100,000 S 100,000

Uebiris Removal {addilional), in any one nccurrence $ 250,000 5 250000

Efeclroni: Data Processing Equipment, in any one accumence $ 1,250,000 3§ s s 1,250,000

Extra kxpanse, in any ene occurrence S 2,000,000 j$¢ S0 s 2,000,000

Ordinance or Law - increased period of resloralions, in any one accurrence $ 50,000

Hewly Acquired Localions, in any one occurrence s 50,000

Undescnbed Premises, in any one occurrence $ 50,000

Claim Data, in any one occurrence s 25,000 $ 25.000

Fine Arts. in any one oceusrance 5 250,000 ;1§ L= % 250000

Fite Depariment Service Charge Incl Incl

Inventory expense after a loss Incl Ined

Misceltaneaus Inland Marine Optienal 3§ 7.0 - s -

Mobile Equipment, in any ene accurrence Optional [§77 !12}_,@33 ] 81033

Musical Instruments, Athlebiz Equipment, or Band & Athiletic Uniforms, inany g 1,000,000 |$ Ss 1000000

one occurience E £

Newtly Conslnuclad or Acguired Properly. al any one butlding, in any one oceurrence s 5,000,000 S 5000000

Humber of days: 120

Ordinanca or Lay

Lass to Undamaged Portion, in any one occurrence 3 1.060.000 $ 1.600.000

Demnlition, in any one occurence (liniled to 23% of loss) Included Included

Increased Cost of Conslruclion, in any one occurrence included Included

Outdoor Property including debris remaval, in any one occurrence $ 1,000,000 $ 1,000,000

Trees, shrubs and plants (maximum per ilein} $ 1,000 $ 1,000

Lawn el {per occurrence} 3 2,000 5 2,000

Personal effects of studentslemployees for perils except theft

Student S 1.500 s 1,501

Employee $ 3,000 § l.oon

Per Aggregata s 100,000 s 100,001

Pollutson Cleamip and Removal, aggregala in any one coverage $ 160,000 5 100000
document year

Preservalion and Protection of Property IncliS250,060 Incli$250 000

Fheft Damage Repair to Non-Oraned Butldings $ 100,000 $ 100000

Errors ard Omissions, in any one occurrence s 1,000,000 $  1.000000

Uulty Servicas, in any one oceurfence - Direct Damage ncluding 5 500,060 8§ 500000

Boiler and Machinery

Yaluable Papers S 1,000,000 S  .000800
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PROPOSAL SUMMARY
GENERAL LIABILITY AND EDUCATORS LEGAL LIABILITY
COVERAGES
LENTS MEMBER
I. General Liability - Occurrence Form DEGUCTIBLE

Baodily Injury and Property Damage per Occurrence
Persanal Injury’Advertising Leability per Occurrence
Praducts/Cosmpleted Operations per Oceurronce

Emplnyers Stop Gap Liahility

Budify Injury by Acadent, Each Accident
Bodity injury by Disease, Each Employee
Badity Injury by Disease, Policy Limit

General Annuzal Agqregate

Fire Legal Liability
Medical Payments GeeurrencelAggregate

General Liability Premium:

i, Educators Legal Liability - Claims Made Fonn

Wronglul Acts Coverage Per Occurence

Wrongful Acts Coverage Aggregate h :J

Relroaclive Date 212002

Lmplayee Benefits Liabinty 18055000000 © S SRS AT e
Retroaclive Dale 21112002

lerms, Candttions, I:xclusmns SubJect Ta's




PROPOSAL SUMMARY
AUTOMOBILE LIABILITY AND PHYSICAL DAMAGE

Llablh_ty Coverage,
323 0L & Fropeny Deregs - cer Do

Ll

anu ut of Liability Premism

Deductible

o = i~ -
i Darestradton ET

Au!u_rﬁ'ubﬁéﬂl..rablrlfl.; Premium is Included in General I.lahltlty Premmm

P!lysical Damage ) Limil of Llablllly Deducub!a_ Premium
“*"*mncuﬁhdp
B

iegr l".E".C:.lﬂ-;n _’ﬁ Cash PR PA NS T
— ﬁﬁﬁﬁ' S e

o

Fs‘l _-Tmllers}-é‘ 'E.':j-h

T
OH§A will p pay the .:!E emenl';:‘g‘sl#

Enbﬁ'?' nnanExcnsshas:ﬁ :

Total Premium - Property and Liability Coverages Ei"‘?“



PROPOSAL SUMMARY
EXCESS LIABILITY

zelfurCersyek, EI22NR002 557

Lisnit of Liahility Underlying Coverages Underlying Limt ~~ Premium
S 1000000 General Liabifity, Cducalors Legal Liabilty, Auto Liabiliy ~~* ~$  ~ 5000000 $ 2,891

Terms, Conditions, Exclusions, Subjeel To's

s Liability Excludes Uninstired/Undefi

Total Premium - all coverages including $10,000,000 Excess Liability limit 3
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SCHOOLS OF OHIO RISK SHARING AUTHORITY

MEMBER NAME: iClearview Local School District

Order to Bind Coverage Form -

Total Property Limit Tota! Liebilty Limit Total Pramium

g 42428119 8 15000000 S 73458

TRIA Coverage - Terrorism Risk Insurance Act is included

Member Signature

Agent's Signatura

Agsnay eme CF Risk & insurarce. LLC




EXHIBIT VIL.F

E I B « Business
_E_ Technologies, Inc. MANAGED PRINT SERVICES PROGRAM

\

CUSTOMER INFORMATION Date:  %/<8/16 | Contact:  Sean Nuccio

Customer:  Clearview Local School District Locafion: 370U Broadway

Sireet: 4700 Broadway Account No. 2111700

Ciy: Lorain State: Oh |ZIP: 44052 | [Mono Base Rate or CPP: ADDENDUM Billed:  Monthly
Color Base Rate or CPP: ADDENDUM Billed; Monthly

'therage Level: Level One (Toner, Maintenance Kits, Paris, Labor}

MT Business Technologles Inc., in consideration of your payment, plus any applicable tax, agrees to perform service on the above-mentioned equipment with
the terms and conditions set forth herein.

1. SERVICE CALLS: Service calls shall be made during the Company’s regular business hours = Monday through Friday, 8:00 a.m. - 5:00 p.m., excluding holidays.
Emergency calls requested after regular business hours, where available, are billed at the then current after-hour rate.

2. EQUIPMENT DAMAGE AND SUPPLIES: All netwark and software support beyond the initial installation will be chargeable at Company’s then standard time
and materials rates, unless covered by a separate network or software support Agreement. Service calls for operator functions (adding ar changing supplies,

auto-gradatian/color calibration, removing misfeeds, or any other Customer respansibility} will be subject to a time-and-material service charge at Company's
‘then’ current rate. Additional chargeable services include, but are not fimited to: {A) Repairs resulting from causes other than narmal use: Customer's willful
act - negligence or misuse; Customer’s use of supplies or spare parts to include paper and other media that do nat meet published specifications, which cause
abnormally frequent service calls or service problems; accident, failure, or variances of electrical power; failure to provide adequate air conditioning, heat, or
humidity control as required; abuse, theft, fire, water, or any other damage resulting fram uncontrallable causes, {B) Subsequent repairs made when
personnel, other than those of Company or its assigned Servicing Company, perform service, {C) Transportation and relocation - repairs resulting from
unauthorized relocation by client of equipment, or by anyone other than Company or its assigned Servicing Company; Company reserves the right to terminate
this Agreement based upon damages to Equipment, and to invoice Customer any and all remaining payments applicable to this Agreement, (D} Shop
reconditioning or modification to Equipment, except as specified by Company's Technical Service Department, to assure greater performance of the Equipment,
and {E} Changes to or within client’s network, services, and/or relocation of the device or change of IP or network address, upgrades to software, or operating
system.

All of the foregoing shall be invoiced in accordance with Company's established per-call rates and/or terms then in effect. When, in the Company’s apinion, the
Equipment becomes of advanced age, its usage exceeds manufacturer's specifications, and cannot be maintained in good working order through Company’s
routine preventive maintenance service, or if work beyand the scape of this Agreement is reguired, Company shall submit to Customer a cost estimate of such
work. If Customer declines to authorize the same, Company shall have the right, on ten (10) days written notice to Customer, to terminate service under this
Agreement as to any or all items of Equipment. Removed parts replaced by Compony shall become property of Company. Company shall have full and free
access to the equipment to provide service thereon. Neither Company nor an assigned Servicing Company shall be responsible for any delays in servicing the
Equipment due to the inability or delay in obtaining a necessary part or supply.

3. Teams: This 3¢ - month agreement shall be in effect, [A) upon approval by the Company of the mechanical and operational condition of the equipment,
and (B) upon acceptance of the agreement by a duly authorized representative of the Company. It is mutually understood that said equipment shall be in good
operating condition upon said beginning date. The Customer shall exert reasonable care in the operation and maintenance of the equipment. Initial term of this
Agreement shall continue in force and shall automatically be renewed yearly at the rate in effect at the time. This Agreement shall not be assignable or
transferable by Customer without Company’s prior written consent. Company may terminate this Agreement if Equipment is sold or transferred to a third party,
and upon either event, all remaining payments shall become immediately due and owing. Company reserves the right to adjust maintenance pricing, terminate
this Agreement, and/or assign the service of any equipment that has been relocated more than sixty {60 miles from Company’s nearest Service Center. The
pricing of this Agreement is based upon the number of clicks and/or the term of this Agreement. In the event of early termination by the Customer {thirty (30}
day advance written notice required), all remaining charges shall become immediately due and owing. If this Agreement is calculated on a price-per-click
maintenance pragram, the early termination fee will be calculated according to the average of the actual usage from the beginning date of the Agreement, and
multiplied by the remaining months of the Agreement.

4. WaRRANTIES: With respect to the parts and service furnished hereunder, Company makes no warranties, express or implied. The only warranties are those
warranties expressly made by the Manufacturers of such parts, and Cempany expressly excludes all warranties of merchantability or fitness for any particular
purpose.

S. Cuent/Customer: Client/Customer shall not hire, soficit for hire, or aid any third party in hiring any employee of Company for a pericd of one (1) year
following the performance of any Cornpany employee services.

6. FaeiGuT: A freight charge is added to each invoice to caver the shipping cost for supplies and parts. In the event that a customer requires overnight shipping
of supply or maintenance items, the customer will be billed the cost of overnight shipping, and an applicable handling charge.

7. Payments: Company reserves the right to withhold service and product if Customer fails to tmake any payment due under the terms and conditions of
this Agreement. If Customer fails to make any payment when due under the terms and conditions of this Agreement as set forth above, or otherwis%, isin
default of the terms and conditions of this Agreement, Customer agrees that all payments due under said Agreement shall be accelerated, and Customer shall
be liable for all payments due under the full term of this Agreement that are unpaid, or the reasonable cost of all services completed by the Company for the
benefit of Customer, whichever is greater. If Customer breaches any term or condition of this Agreement, Customer agrees to reimburse Company for all
attorney fees and costs Company expends to enforce the terms and conditions of this Agreement against Customer.

8. Eguipment: Any print devices supplied in the price per page will remain the property of the Company. In order to effectively manage your output
environment, Company strongly recommends that Client/Customer consult with the Company prior to purchasing additional print devices. New printers may
not be able to be covered at the current price per page and therefore ineligible to be added to this agreement.

9. Client Requirements: (1) To begin automated toner replenishment, it is required that alt consumables have a level equal to or greater than 25%. The client is
responsible for providing the initial consumables if levels are below the required percentage rate on the contract start date. {2} The client is responsible for the
stability of the Meter Collection Service which provides critical device information through the network, All automated services are dependent upon a network

connection. If a device(s) fails to report through the network, MT Business Technologies may remove this device from the agreement.

CUSTOMER APFROVAL

Signature: X

Print Name: X Date:

Rev 10/16/2012



Business
Technologies, Inc.

Managed Print Services Renewal

Clearview Local Schools

Current Fleet | Amount
Number of networked printers - 20
. Number of local printers 15
Current monthly expense for service and supplies $1,042.17
Renewal with Managed Print Services Amount
All parts, labor, kits, drums, supplies and cleanings INCLUDED
Automated toner shipments on networked printers INCLUDED
Add/Change/Remove Devices at any time INCLUDED
Access to My Printer Manager Portal for toner tracking INCLUDED
Estimated new monthly spending $929.29
Estimated monthly savings $112.88

*See device addendum for specifics

Every printer model has a unique cost of operation. This cost is calculated by
considering the cost of each toner cartridge and its yield, maintenance kits, and anticipated
parts and service expenses. When you have a separate price per model, you are in control of
driving your print to the lowest cost of operation devices and potentially saving money. If all
your prints are set at the same price, you can’t impact your cost of printing.

Using this method, your monthly spend may be lowered by:
* Replacing high cost of operation devices with lower cost devices
*  Shifting volume from high cost printers to lower cost devices
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EXHLIBLL VLL. H.

BID FORM
(Revised Bid Form)
*****All Revised Shown in Yellow Highlighted Text****

1.01 BID SUBMITTED BY: _ Novsl\ cowsy Roowl, (i LLNENY,
(Name of Bidding Contractor)

1.02 DATE OF BID; _WnE 3, 2016

1.03 NO LATER THAN JUNE 3, 2016 AT 1:00 PM, PLEASE DELIVER THE BID TO:

Treasurer — Clearview Local School District Board of Education
4700 Broadway Avenue

Lorain, Ohio 44052

Attention: Sean Nuccio

1.04 Having viewed the Bid Documents and Contract Documents regarding the Project
entitied “Clearview Local School District Replacement and Repair Project” for the Board
of Education of the CLEARVIEW LOCAL SCHOOL DISTRICT Lorain County, Lorain,
Ohio (“Board" or “owner”) and having also received, read and taken into account the
following Addenda, if any:

Addendum No. , dated

Addendum No. , dated

and likewise having been given the opportunity to attend the walk-through/site visit on
May 13, 2016 to inspect the site and the conditions affecting and goveming the Project
and having confimed the location of the site utilities and all existing structures, the
undersigned Contractor hereby proposes to fumish all materials and to perform all labor
necessary to complete the Project on time for which this bid is submitted in accordance
with the Bid Documents and Contract Documents as set forth in Section 2.01 below.

2.01 Contractor’s total bid for all labor and materials for the Project:
$_¥S.o0m. 00

Please state the amount of the bid in words;  E/&H7TY FIVE -THouSAND Tollrs .

3.01 The Contraclor acknowledges and agrees that the Contract Documents are
sufficient and adequate for it to perform the Work specified. The Contractor agrees to
comply with all requirements of the Contract Documents, regardless of whether the
Contractor has actual knowledge of the requirements and regardiess of any statement
or omission made by the Contractor in the preparation of its bid which might indicate a
contrary intention. The Contractor acknowledges that all Work shall be completed within
the time established in the Contract Documents.



4.01 Full legal name of the bidding contractor:
_Mmahcﬂm{

4.02 |dentify whether the bidding contractor is a sole proprietorship, partnership, limited
liability company or corporation:
Copponiiond <ot oF QIO

4.03 Address of the bidding contractor;
2417 woold U o, éLm&D,,JIJw yyjot]

4.04 Telephone/Facsimile numbers of the bidding contractor:
26-UU-1202 / Y

4.05 Federal Tax Identification Number:
2U- 1369337

4.06 Identify the name of the individual authorized to bind the bidding contractor
(include all contact information including email address:
¢ L
STRVE 4 Loy

5.01 Signaturio‘f% representative of bidding contractor:
Signature:

Printed Name: _S1eve Mokl
Title: ___YicE PResopT
Date: __ RS 3; Zolls




EXHIBIT XI.

Ciearview Local School District
HIPAA Privacy
Use and Disclosure
Policy and Procedures

Effective as Revised: July 1, 2016

The intent of these model HIPAA Privacy Policies and
Procedures is to provide you with general information. It does not
necessarily fully address all an organization's specific issues. It
should not be construed as, nor is it intended to provide, legal
advice. Questions regarding specific issues should be addressed
by your organization’s general counsel or an attorney who
specializes in this praclice area.

C.2.
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Introduction

1. Purpose

Clearview Local School District (the “Company”) sponsors a group health and welfare
plan providing medical, dental, vision, and flexible spending (called the “Plan”),
which is subject to the Health Insurance Portability and Accountability Act of 1996, as
amended (“HIPAA") and its implementing regulations, issued under the Privacy
Regulations at 45 C.F.R. Parts 160 and 164 (the “Privacy Regulations”). The Plan and
the Company intend to comply fully with the Privacy Regulations’ requirements. Thus,
the Company and the Plan establish this HIPAA Privacy Use and Disclosures Policy
and Procedure (the “Policy”), effective as revised May 9, 2016.

Certain members of the Company's workforce have access to Plan member's
individually identifiable health information either {1} on behalf of the Plan itself; or
(2) on behalf of the Company, to perform administrative functions for the Plan. This
Policy shall provide appropriate guidelines for members of the Company's workforce
who have access to PHL.

Employees, volunteers, trainees, and other persons whose work performance is under
the direct control of the Company, whether or not they are paid by the Company, are
considered part of the Company's workforce for purposes of this Palicy.

2. No Third Party Rights

This Policy does not create any third party rights (including but not limited to rights
of Plan participants, beneficiaries, covered dependents, or Business Associates).
The Policy shall be merely a guideline and shall not be binding upon the Company
to the extent this Policy establishes requirements and obligations above and
beyond those required by the Privacy or Security Regulations. This Policy does not
address requirements under other federal laws or under state laws.

3. Right to Amend without Notice

The Company reserves the right to amend or change this Policy at any time (and even
retroactively) without notice, except to the extent that notice is required by the Privacy
Regulations.

4, Definitions

The terms used, but not otherwise defined in this Policy, shall have the same
meaning as those terms are defined in the Privacy Regulations. The following
definitions shall specifically apply:



Breach. A "breach” is the unauthorized acquisition, access, or use or disclosure of
unsecured protected health information in a manner not authorized by the HIPAA
Privacy regulations which compromises the security or privacy of such information.

Business Associate. A Business Associate is an entity that:

» performs or assists in performing a Plan function or activity involving the
use and disclosure of protected health information (inciuding claims
processing or administration, data analysis, underwriting, patient safety
activities, etc.) or any other function or activity regulated by the Privacy
Regulations on behalf of the Plan; or

+ provides legal, accounting, actuarial, consulting, data aggregation,
management, accreditation, data transmission, or financial services,
where the performance of such services involves giving the service
provider access to PHI; or

* a subcontractor of a Business Associate, who performs functions for or
provides services to a Business Associate on behalf of a covered entity,
other than in the capacity of a member of the workforce of a Business
Associate, and creates, receives, maintains, stores, or transmits PHI on
behalf of a Business Associate.

See Appendix A for a list of Business Associates.

Covered Entity. A Covered Entity is a health plan, heaith care provider, or
health care clearinghouse subject to the Privacy Regulations.

De-identified Information. De-identified Information is health information that
does not identify an individual and with respect to which there is no reasonable
basis to believe that the information can be used to identify an individual. There
are two ways a covered entity can determine that information is de-identified:
either by: (1) professional statistical analysis conducted in accordance with the
Privacy Regulations; or (2) removing 18 specific identifiers as outlined in the
Privacy Regulations.

Designated Record Set. A Designated Record Set is a group of records
maintained by or for the Company that includes:

o the enrollment, payment, and claims adjudication record of an individual
maintained by or for the Plan, or

e other PHI| used, in whole or in part, by or for the Plan to make
coverage decisions about an individual.

Disclosure. Disclosure means any release, transfer, provision of access to, or
divulging in any other manner of protected health information to persons not



authorized to act on behalf of the Plan (see the Section of this Policy titied
“Limitations on Access to PHI" (page 13) for information on who is authorized to
have access to PHI on behalf of the Plan).

ePHI. ePHI is any PHI that is covered under the Privacy and Security Regulations
and is produced, saved, transferred, or received in electronic form.

Genetic Information. Genetic information means, with respect to any individual,
information about: (1) that individual's genetic tests; (2) the individual's family
members’ genetic tests; (3) the manifestation of a disease or disorder in any of
the individual’'s family members; and (4) any request for, or receipt of, genetic
services or participation in clinical research which includes genetic services by

the individual or any of the individual's family members. A family member is
someone who is a first-degree, second-degree, third-degree, or fourth-degree relative of
an individual, or someone who is a dependent of that individual. It also includes the
individual’s spouse.

HITECH Act. HITECH Act shall mean the Health Information Technology for Economic
and Clinical Health Act contained in Public Law 111-5, as amended.

Plan. Plan means the Clearview Local School District, Lake Erie Regional
Council and Omni Group providing medical, dental, vision and flexiblie spending.

Protected Health Information. Protected Health Information means information
that:
(1) identifies an individual or for which there is a reasonable basis to
believe the information can be used to identify the individual; and
(2) is created, maintained, or received by the Plan; and
(3) relates to:
(a) the past, present, or future physical or mental health or condition
of an individual;
(b) the past, present, or future provision of health care to an
individual; or
(c) the past, present, or future payment for the provision of health
care to an individual. Protected health information includes
information of persons living or deceased (except that the Privacy
and Security Rules do not protect the individually identifiable
information of persons who have been deceased for more than 50
years).

Unsecured PHI. Unsecured PHI is PHI that is not secured through use of a
technology or methodology identified by the Department of Health and Human
Services as rendering the information unusable, unreadable, or indecipherable to
unauthorized persons.



Use. Use means the sharing, employment, application, utilization, examination, or
analysis of individually identifiable health information by any person working for or
within the Company on behalf of the Plan, or by a Business Associate of the Pian.

Workforce Member. Workforce member means any individual who is an
employee, volunteer, trainee, or other person whose conduct, in the performance
of work for the Company, is under the direct control of the Company, whether or
not that individua! is paid by the Company.



Plan's General Policies
1. Plan’s General Responsibilities

Under the Privacy Regulations, the Plan has certain obligations. Those obligations
include the following:

designating a HIPAA Privacy Officer,;

providing workforce training;

creating physical and technical safeguards to protect PHI;

creating internal policies and procedures;

creating and distributing a Notice of Information Practices, or a Privacy
Notice, and if needed, Breach Notifications;

amending health plan documents;

» obtaining any needed Business Associate Agreements;

+ responding to requests for access, copies, amendments to PHI, restrictions
on use of PHI, confidential communication of PHI, and accounting of
disclosures of PHI as required by the Privacy Regulations;

documenting compliance activity;

creating a process for lodging and handling complaints;

implementing written disciplinary policies and sanctions:

mitigating, to the extent practicable, any harmful effect from the improper use
or disclosure of PHI;

* refraining from intimidating or retaliating against individuals and not requiring
individuals to waive their rights under the privacy standards

Set forth below are the guidelines the Company will fallow in order to meet these
obligations.

2, Designation of the Privacy Officer

The Treasurer will be the Privacy Officer for the Plan. The Privacy Officer will
develop and implement the initial policies and procedures relating to privacy for the
Plan and the Company. The Privacy Officer will also receive questions, concerns,
or complaints about the privacy of their PHI from Plan members under the Plan.
The Privacy Officer shall also periodically review applicable state law to determine
the treatment of unemancipated minors for health care privacy purposes and
review and revise guidelines as appropriate. The Privacy Officer may also
designate certain Workforce Members to assist in the above functions.

The Privacy Officer will track uses and disclosures of PH! and respond to and track: (1)
authorizations; (2) requests for an accounting of disclosures; (3) requests for inspection
and copying; (4) requests to amend or correct PHI; (5) requests for restriction on use of
PHI; and (6) requests for confidential communication of PHI. The Privacy Officer may
also designate certain Workforce Members to assist in the above functions.



3. Workforce Training

The Company will train all members of its workforce, who have access to PHI, on
its privacy policies and procedures. The Privacy Officer will develop training
schedules and programs so that all Workforce Members who have access to PHI
receive the training necessary and appropriate to permit them to carry out their
functions within or on behalf of the Plan. New members of the workforce who have
access to PHI will be trained within six weeks of joining the Company.
Subsequent training will occur promptly after any material change in these policies
and procedures for Workforce Members affected by the material change, and all
firewall Workforce Members shall undergo annual refresher training.

Workforce Members undergoing training on the Company's privacy policies and
procedures will be required to document their participation in training sessions.
Documentation shall include the date of the training, the participant’'s name, and
the participant’'s signature. The Privacy Officer shall keep a record of training
sessions for six years from the date of training.

Firewall Workforce Members shall also be requested to sign a Confidentiality
Agreement (Form “O") affirming their obligation to maintain the confidentiality of all
Plan participants’ PHI. The Privacy Officer shall maintain copies of Confidentiality
Agreements for six years from the date of execution.

If a Workforce Member fails to undergo necessary training within the applicable
timeframe, the Workforce Member will be reassigned to a position that does not
require access to PHI, or appropriate corrective action (up to and including
termination) may be taken.

4, Creation of Physical and Technical Safeguards to Protect PHi

The Company has created appropriate physical and technical safeguards on behalf of
the Plan to prevent PH! from intentionally or unintentionally being used or disclosed in
violation of the Privacy Regulations. The current physical and technical safeguards are
set forth in the Security Policies and Procedures section of this Policy (pages 55 — 63).

This Policy shall be reviewed and amended from time to time in order to maintain
adequate and appropriate physical and technical safeguards.

5. Creation and Revision of Internal Policies and Procedures

The Plan shall create and maintain internal policies and procedures for the foliowing:

e documenting the use and disclosure of PHI as required by the Privacy
Regulations;

e inspection and copying of PHI;

* amendment and correction of PHI;



requesting restrictions on the use and disclosure of PHI;

retention of records;

revision of privacy policies and procedures;

processing requests for accountings of use and disclosure of PHI;
processing requests for confidential communications;

handling authorizations;

handling requests for use or disclosure of PHI;

handling PHI related to unemancipated minors;

handling disclosures about victims of abuse, neglect, or domestic violence;
handling disclosures for judicial or administrative proceedings; and

other policies and procedures as shall arise from time to time and are necessary
to comply with applicable law.

Applicable policies and procedures shall be set forth in this Policy and amended from
time to time as necessary to comply with applicable laws and regulations.

6. Creation of a Notice of Privacy Practices or Privacy Notice

The Privacy Officer has developed and will update and maintain a notice of the Plan's
privacy practices that describes:

» the uses and disclosures of PHI that may be made by the Plan;

« an individual's rights under the Privacy Regulations;

* the Plan's obligations;

o the Company’s right to access PHI in connection with Plan administrative
functions or on behalf of the Plan;

» the name, address, and telephone and fax numbers of the contact person for
further information or for filing complaints; and

+ the effective date of the notice.

The privacy notice will be individually delivered to all Plan participants:

* on an ongoing basis, at the time of the participant's enrollment in the Plan;
* upon request; and
« within 60 days after a material change to the notice.

At least every three years, the Plan will provide notice of availability of the privacy
notice.

7. Amendment of the Plan Documents

Any applicable plan documents for the individual health and welfare plans
comprising the Plan shall be amended to require the Company to:
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not use or further disclose PHI other than as permitted by the Plan
documents or as required by law;

ensure that any agents or subcontractors to whom it provides PHI received
from the Plan agree to the same restrictions and conditions that apply to
the Company;

not use or disclose PHI for employment-related actions or in connection
with any other employee benefit plan unless authorized to do so pursuant
to a written authorization;

report to the Privacy Officer any use or disclosure of the information that is
inconsistent with the permitted uses or disclosures;

make PHI available to individuals who are the subject of the PHI, consider
their amendments, and, upon request, provide them with an accounting of
PHI disclosures as required by law;

make the Company's internal practices and records relating to the use and
disclosure of PHI received fraom the Plan available to the Department of
Health and Human Services (“HHS") upon request;

if feasible, return or destroy all PHI received from the Plan that the
Company still maintains in any form and retain no copies of such
information when no longer needed for the purpose for which disclosure
was made, except that, if such return or destruction is not feasible, limit
further uses and disclosures to those purposes that make the return or
destruction of the information infeasible;

establish separation between the Plan and the Company in accordance
with the requirements of the Privacy Regulations;

implement administrative, physical, and technical safeguards that shall
reasonably and appropriately protect the integrity, confidentiality, and
availability of ePHI that the Company creates, receives, maintains or
transmits on behalf of the Pian;

ensure that adequate and reasonable safety measures are in place to
maintain the separation between the Plan and the Company as described in
45 C.F.R. §164.504(f)(2)iii);

report to the Plan, at agreed upon times and frequency, the total number of
unsuccessful, unauthorized attempts to use, access, disclose, modify, or
destroy ePHI or to interfere with systems operations containing ePHI;

report to the Plan any unsuccessful attempt to access, use, disclose,
modify, or destroy ePH] or interfere with systems operations where ePHI is
housed as soon as practicable; and

ensure that any agents or subcontractors to whom the Company provides
ePHI received from the Plan agree to implement reasonable and
appropriate safeguards to protect the ePHI.

The Plan document will also be amended to require the Company to: (1) certify to
the Plan that the Plan documents have been amended to include the above
restrictions and that the Company agrees to those restrictions; and (2) provide
adequate safeguards against unintentional or intentional disclosure of PHI.
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8. Documentation of Compliance Activity

The Plan and the Company shall ensure that Plan documents are appropriately
amended, that the Plan Sponsor Certification is in place, and that appropriate
Business Associate Agreements are entered into and maintained. The Plan's and
the Company's privacy policies and procedures shall be documented and
maintained for at least six years. Policies, procedures, forms, plan documents,
and Business Associate Agreements will be (1) changed as necessary or
appropriate to comply with changes in the law, standards, requirements and
implementation specifications (including changes and maodifications in
regulations); and (2) reviewed at least once every three years. Any changes to
policies, procedures, forms, plan documents, and Business Associate
Agreements shall be promptly documented.

Any changes will be effective only with respect to PHI created or received after
the date of notification to affected individuals of the change

9. Creation of a process for lodging and handling complaints

The Plan and the Company will establish and follow a process for filing and
handling complaints concerning the Company’s privacy practices and procedures.

10. Implementation of written disciplinary policies and sanctions

The Plan and Company will uniformly impose appropriate sanctions for using or
disclosing PHI in violation of this Policy.

11. Mitigation of any harmful effect from the improper use or disclosure of
PHI

The Plan and Company will mitigate any harmful effects of any use or disclosure of an
individual's PH! in violation of the policies and procedures set forth in this Policy.

12. Prohibition against Retaliation and Waiver of Rights

The Plan and Company will refrain from retaliating against individuals for
enforcing their rights and will not require individuals to waive their privacy rights.
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Limitations on Access to PHI

Access to Plan member's PHI shall be limited to the following Company Workforce
Members:

Treasurer and Payroll Manager

These Workforce Members shall be referred to as “Workforce Members with access”
or “firewall Workforce Members.” The firewali Workforce Members may use and
disclose PHI for plan administrative functions. They may also disclose PHI to other
firewall Workforce Members for plan administrative functions subject to the
“Minimum Necessary Standards” addressed beginning on page 46. Firewall
Workforce Members may not disclose PHI to Workforce Members (other than
Workforce Members with access) unless an authorization is in place or the
disclosure otherwise is in compliance with this Policy and the Privacy Regulations.

Under certain circumstances, PHI will be shared with Workforce Members in the
Company's Legal Department and/or to internal or external auditors, consultants, or
legal counsel who are bound by the terms of their company confidentiality
agreements and/or professional codes of conduct. If outside auditors, consultants,
or legal counsel are retained to assist the Plan or the Company, and it is necessary
to share PHi with those auditors, consultants, or legal counsel, the auditors,
consultants, or legal counse! shall be required to sign a confidentiality agreement or
a Business Associate Agreement, as appropriate, prior to receiving PHI.
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1.

Mandatory Use and Disclosure Policy and Procedures

Disclosures of PHI to an Individual: Requests to Inspect and Copy and
Requests for Accounting of Disclosures

a. Policy

PHI must be disclosed to an individual, who is the subject of PHI, seeking access to his
or her own PHI or requesting an accounting of certain PHI disclosures.

b. Procedure

When an individual requests disclosure of his or her own PHI through a request to
inspect protected health information or a request for an accounting of certain
disclosures, the following steps should be followed:

Request identification from the individual. The individual may provide a
valid driver's license, passport, or other photo identification issued by a
government agency.

Verify that the identification matches the identity of the individual
requesting access to the PHI. Contact the Privacy Officer if any doubts
arise as to the validity or authenticity of the identification provided or the
identity of the individual requesting access to the PHI.

Make a copy of the identification provided by the individual and file it
with the individual's Designated Record Set.

Request that the individual complete an “Individual Request to Inspect
Protected Health Information” form (Form “C") or “individual Request for
Accounting of Disclosures of Protected Health Information” form (Form
“K"), as applicable.

The “Individual Request to Inspect Protected Health Information” or
“Individual Request for Accounting of Disclosures of Protected Health
Information” form should be completed and forwarded to the Privacy
Officer for retention and any further necessary action.

When responding to a request to inspect protected health information,
complete the “Response to Individual Request to Inspect Protected
Health Information” form (Form “D"). Provide the original response to the
requesting individual and retain a copy in the individual's Designated
Record Set. Provide access in the manner indicated on the Response
form.
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* When responding to a request for an accounting of disclosures of Protected
Health Information, provide a copy of the “Protected Health Information
Disclosure” form (Form “P") for each disclosure for which accounting is
required. Original disclosure forms should be maintained in the individual's
Designated Record Set.

* Determine if an accounting is required. If required, provide an accounting
using Form P and keep a copy in the individual's Designated Record Set.
See Form P for specific information regarding timing of disclosure and any
applicable fees for providing an accounting.

« Retain all records for the applicable six year period.
2. Disclosures of PHI to the Department of Health and Human Services (“HHS”)
a. Policy
PHI must be disclosed to the Department of Health and Human Services ("HHS")
when required by HHS to determine Covered Entity’s compliance with the Privacy
Regulations. Such a disclosure is only required to enforce the Privacy

Regulations, and not for other reasons (e.g., coordinating benefits under the
Medicare Secondary Payer laws).

b. Procedure

Upon receiving a request from a HHS official for disclosure of PHI, take the
following steps:

« Verify the identity of a public official following the procedures set forth in
“Verification of Identity of Those Requesting Protected Health
Information™ on pages 42 - 45,

¢ Document disclosures in accordance with the “"Documentation
Requirements" beginning on page 52.

If a Workforce Member receives a subpoena or a similar request from a public

agency, such as HHS, for the disclosure of PHI, it should be referred to the
Privacy Officer for further handling.
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Permissible Use and Disclosure Policy and Procedures

1. Uses and Disclosures for Purposes of Payment and Health Care
Operations

a. Policy

PHI may be disclosed for the Plan's own payment and health care operations
purposes, and PHI may be disclosed to another covered entity for the payment
purposes or certain heaith care operations of that covered entity.

Payment. Payment includes activities undertaken to obtain Plan contributions or to
determine or fulfill the Plan's responsibility for provision of benefits under the Plan, or
to obtain or provide reimbursement for health care. Such activities must relate to the
individual to whom health care is provided, not violate the prohibition against using
genetic information in violation of the Genetic Information Nondiscrimination Act, and
include (but will not be limited to):

determination of eligibility;

determination of coverage;

determination of cost-sharing amounts;

coordination of benefits;

adjudication of health benefit claims (e.g. claim administration);

subrogation of health benefit claims;

risk adjusting amounts due based on enrollee status and demographic

characteristics;

« Dilling, collection activities, and related health care data processing, including
auditing payments, investigating and resolving payment disputes and
responding to customer inquiries about payments;

« obtaining payment under a contract for reinsurance (including stop-loss
insurance and excess loss insurance) and related health care data
processing;

« review of health care services with respect to medical necessity, or reviews of
appropriateness of care or justification of charges;

« utilization review activities, including pre-certification of services, and
concurrent or retrospective review of services; and

¢ disclosure to consumer reporting agencies related to the collection of

premiums or reimbursement {the following PHI may be disciosed for payment

purpases: name and address, date of birth, Social Security number, payment
history, account number and name and address of the provider and/or health

plan).

Health Care Operations. Health care operations mean any of the following
activities to the extent that they are related to Plan administration or other Covered
Functions:
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» conducting quality assessment and improvement activities;

* reviewing health plan performance;

» underwriting and premium rating, and other activities relating to the creation,
renewal or replacement of a contract of health insurance or health benefits,
and securing-a contract for reinsurance of risk relating to claims for health
care (including stop loss insurance and excess of loss insurance) provided
that the requirements of the Privacy Regulations are met, if applicable, and no
genetic information shall be used for purposes of underwriting except for use
with any applicable long-term care policy;

« conducting or arranging for medical review, legal services and auditing
functions, including, but not limited to, fraud and abuse detection and
compliance activities;

« patient safety activities;

» business planning and development; and

« business management and general administrative activities of the Plan,
including, but not limited to, customer services, resolving internal grievances,
or the sale, transfer, merger, or consolidation of ali or part of the Plan with
another covered entity and due diligence related to such activity.

Payment or Health Care Operations of Another Covered Entity. PHI may be
disclosed to another covered entity for purposes of the other covered entity's
payment purposes such as for Coordination of Benefits or quality assessment and
improvement, case management, or health care fraud and abuse detection
programs, if the other covered entity has (or had) a relationship with the participant
and the PHI requested pertains to that relationship.

b. Procedure

(1) Uses and Disclosures for Plan’s Own Payment Activities
or Health Care Operations.

The Plan may use and disclose an individual's PHI to perform the Plan's own payment
activities or health care operations. Disclosures must:

e comply with the "Minimum-Necessary Standard” (pages 46 — 50) (If the
disclosure is not recurring, the disclosure must be approved by the Privacy
Officer); and

+ be documented in accordance with the "Documentation Requirements"
(beginning on page 52).

(2) Disclosures for Another Covered Entity's Payment
Activities or Certain Health Care Operations
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The Plan may disclose an individual's PHI to another covered entity to perform the
other entity's payment activities. PHI may also be disclosed for purposes of another
covered entity's quality assessment and improvement, case management, or health
care fraud and abuse detection programs, if the other covered entity has (or had) a
relationship with the individual, who is the subject of the PHI, and the PHI requested
pertains to that relationship. Disclosures must:

+ comply with the "Minimum-Necessary Standard™ (pages 46 — 50) (If the
disclosure is not recurring, the disclosure must be approved by the Privacy
Officer); and

s« be documented in accordance with the procedure for "Documentation
Requirements" {beginning on page 52).

2. Disclosures of PHI Pursuant to an Authorization
a. Policy

PHI may be disclosed for any purpose if an authorization that satisfies all of the
Privacy Regulations' requirements for a valid authorization is provided by the
individual, who is the subject of the PHI (or his or her designated personal
representative or legal guardian). Any use or disclosure of PHI made pursuant to
a signed authorization must be consistent with the terms and conditions of the
authorization.

The Company and the Plan have an approved “Authorization for Release of
Health Information” (Form “A"), which should be used whenever possible. The
“Authorization for Release of Health Information” may be revoked at any time
by an individual. (See Form “B") Both authorizations and revocations shall be
retained for the applicable six year period.

Unless the individual, who is the subject of the PHI (or his or her designated
personal representative or legal guardian), provides an authorization to use or
disclose PHI for non-health plan purposes (as discussed in "Disclosures
Pursuant to an Authorization™ below) or such use or disclosure is required by
applicable state law and all applicable requirements under the Privacy
Regulations are met, PHI may not be used or disclosed for the payment or
operations of the Company's "non-health” benefits as defined by HIPAA (e.g.,
disability, workers' compensation, life insurance, efc.).

b. Procedure
(1)  Disclosures pursuant to an authorization

If disclosure pursuant to an authorization is requested, the following procedures
should be followed:
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Verify the identity of the individual (or individual's personal representative)
providing the authorization as set forth in "Verification of ldentity of
Those Requesting Protected Health Information™ on pages 42 - 45.

Verify that the authorization form is valid. Valid authorization forms are
those that:

> Are properly signed and dated by the individual or the individual's
representative;

» Are not expired or revoked [the expiration date of the authorization form

must be a specific date (such as July 31, 2014) or a specific time period

(e.g., one year from the date of signature), or an event directly relevant

to the individual or the purpose of the use or disclosure (e.g., for the

duration of the individual's coverage}, but in no event longer than

permitted by applicable state law];

Contain a description of the information to be used or disclosed,;

Contain the name of the entity or person authorized to use or disclose

the PHI;

Contain the name of the recipient of the PHI ;

Contain a statement regarding the individual's right to revoke the

authorization and the procedures for revoking authorizations; and

Contain a statement regarding the possibility for a subsequent re-

disclosure of the information.

YV VV VY

Follow the terms and conditions of the authorization.

Document the disclosure in accordance with the procedure for
"Documentation Requirements" beginning on page 52.

Retain the Authorization (and any applicable Authorization Revocation) in
the individual's Designated Record Set for the applicable six year period.

The Company has an approved authorization for Plan participant’s use. Where at
all possible, the Company’s authorization should be used. (See Form “A.")

(2) Disclosure of PHI for Non-Health Pian Purposes

If the payment or health care operations of non-health benefits (e.g., short-term
disability or life insurance) requires an individual's PHI, follow these steps:

Contact the Privacy Officer to determine if an authorization for this type of use
or disclosure is already on file.

If no form is on file, request that the individual complete an authorization form.
(See Form “A") Workforce Members shall not aftempt to draft
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authorization forms. All authorizations for use or disclosure for non-Plan
purposes must be on a form provided by (or approved by) the Privacy Officer.

» Make any necessary disclosures according {o the "Minimum-Necessary
Standard” on pages 46 — 50.

» Document disclosures in accordance with the "Documentation Requirements”
beginning on page 52.

« Retain all appropriate documents for the applicable six year period.
3. Disclosure of PHI to Business Associates
a. Policy

Employees may disclose PHI to the Plan's Business Associates and allow the
Plan's Business Associates to create or receive PHI on behalf of the Plan.
However, prior to disclosing PHI to a Business Associate or allowing a Business
Associate to create or receive PHI on behalf of the Plan, the Plan must obtain
written assurances, from the Business Associate through a contract or other
agreement, that meet the applicable requirements of the Privacy and Security
Regulations, that the Business Associate will appropriately safeguard the
information. Before sharing PHI with outside organizations who meet the
definition of a "Business Associate," contact the Privacy Officer and verify that a
Business Associate contract is in place.

The Privacy Officer shall retain all Business Associate agreements for at least
six (6) years after the date the applicable agreement is no longer in effect.

If the Plan learns that a Business Associate has materially violated the Business
Associate agreement in place with the Plan, the Plan will notify the Business
Associate of the material violation. The Pian may provide an opportunity for the
Business Associate to cure the material breach, or the Plan may terminate the
agreement between the parties, as governed by the applicable Business
Associate Agreement between the Plan and the Business Associate. If the Pian
determines that the material breach cannot be cured and that it is not feasible to
terminate the agreement, the Plan must report the violation to HHS.
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b. Procedure
(1) Disclosures to Business Associates

Before providing PHI to a Business Associate, Workforce Members must contact
the Privacy Officer and verify that a Business Associate contract is in place. The
following additional steps must be taken:

» Disclosures must be consistent with the terms of the Business Associate
contract.

e Disclosures must comply with the "Minimum-Necessary Standard” on
pages 46 — 50. Recurring disclosures will be subject to the minimum-
necessary standards set forth below, and each non-recurring disclosure
must be approved by the Privacy Officer.

¢ Document disclosures, if necessary, in accordance with the
"Documentation Requirements™ beginning on page 52.

(2) Material Breach of Business Associate Agreement

If a Plan representative learns of a material breach of a Business Associate
agreement, the representative shall notify the Privacy Officer as soon as
practicable. The Privacy Officer will inform the Business Associate of the material
breach and of any opportunity to cure. |If the Business Associate does not
satisfactorily cure the breach (in the professional judgment of the Privacy Officer),
the Privacy Officer will notify (in writing) the Business Associate of immediate
termination of the Business Associate agreement. [f the Plan determines that the
Business Associate agreement cannot be terminated despite the failure to cure a
material breach, the Privacy Officer will notify HHS of the material breach.

Documentation and correspondence related to a material breach of a Business
Associate agreement shall be retained for six (6) years following the date the
breach was discovered, the agreement was terminated, or the notice was sent to
HHS, whichever is latest. If termination is not feasible, the Privacy Officer will
document notification to HHS and the reason or reasons why termination is not
feasible.

4, Disclosures of PHI for Legal and Public Policy Purposes
a. Policy
PHI may be disclosed in the following situations without an individual's

authorization, when specific requirements are satisfied. Permitted disclosures
are disclosures:
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about victims of abuse, neglect or domestic violence;

for judicial and administrative proceedings;

for law enforcement purposes,

for public health activities, for health oversight activities;
about decedents;

for cadaveric organ, eye or tissue donation purposes;
for certain limited research purposes;

to avert a serious threat to public health or safety;

for specialized government functions; and

to the extent necessary to comply with laws relating to workers'
compensation programs.

b. Procedure

Before making a permissible disclosure of PHI for legal and public policy
purposes, take the following steps:

Notify and obtain approval for the disclosure from the Privacy Officer.

Provide information in accordance with the "Minimum-Necessary
Standard” on pages 46 — 50.

Document the disclosure in accordance with the "Documentation
Requirements™ beginning on page 52.

Make sure that the following specific requirements set forth below have been
met:

(1) Disclosures about victims of abuse, neglect or domestic
violence

Disclosures may be made about victims of abuse, neglect, or domestic violence if
the following conditions are met:

The individual, who is the subject of the PHI, agrees with the disclosure; or

A statue or regulation expressly authorizes the disclosure, and the
disclosure prevents harm to the individual {(or other victim) or the individual,
who is the subject of the PHI, is incapacitated and unable to agree, and the
information will not be used against the individual and is necessary for an
imminent enforcement activity. The individual must be promptly informed of
the disclosure unless prompt notification would place the individual at risk
or if informing the individual would involve a personal representative who is
believed to be responsible for the abuse, neglect or violence.
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Contact the Privacy Officer for a determination as to whether the disclosure
concerns a victim of abuse, neglect, or domestic violence.

(2) For Judicial and Administrative Proceedings

Disclosure for purposes of judicial and administrative proceedings may be made if
the following conditions are met:

¢ The Plan receives a court or administrative order; or

* The Plan receives a subpoena, discovery request or other lawful process,
not accompanied by a court or administrative order, which meets the
standards set forth below:

(a} Court or Administrative Order

If the Plan receives a court or administrative order, the following steps should be
taken:

* Verify that the order is made by a court or an administrative agency.
* Release only the PHI expressly authorized by the order.

(b) Subpoena, discovery request, or other lawful
process

If the Plan receives a subpoena, discovery request, or other lawful process
without a court or administrative order, the following steps should be taken:

¢ Obtain satisfactory assurance from the party seeking the information that
either of the following have occurred:

> The individual who is the subject of the request has been notified of the
request, or

> The party seeking the information has obtained a qualified protective
order that meets the requirements of the Privacy Regulations.

A “gualified protective order” is a court or administrative agency order that: (1)
prohibits the parties from using or disclosing PHI for any purpose other than use
in the litigation or proceeding for which the PHI is requested; and (2) requires the
PH! to be returned to the Plan or destroyed at the end of the litigation or
proceeding.

Satisfactory assurance that the party seeking the information has notified the

individual who is the subject of the request can be met by the following
statements from the party seeking the information:
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e« The party seeking the disclosure made a good faith effort to provide written
notice to the individual, who is the subject of the PHI, or, if that individual's
location is unknown, that the party mailed a notice to that individual's last
known address;

e The notice contained sufficient information about the litigation or
proceeding for which the PHI is sought to allow the individual to object to
the court or administrative agency; and

« The time allowed for the individual to raise objections to the court or
administrative agency has passed, and objections were either not filed, or
any objections were resolved by the court or administrative agency in a
manner permitting the disclosures.

Satisfactory assurance that a qualified protective order exists may be met by
receipt of a copy of an agreed qualified protective order or a qualified protective
order signed by the appropriate court or administrative agency.

If the satisfactory assurances identified above are not met, the Plan will consult
legal counsel for advice.

(3) To a Law Enforcement Official for Law Enforcement
Purposes

Disclosures to law enforcement officials or for law enforcement purposes may be
made under the following conditions:

¢« Pursuant to a process and as otherwise required by law, but only if the
information sought is relevant and material, the request is specific and
limited to amounts reasonably necessary, and it is not possible to use de-
identified information.

* Information about a deceased individual upon suspicion that the individual's
death resulted from criminal conduct, but only {o alert law enforcement
about the death.

+ Information that constitutes evidence of criminal conduct that occurred on
the Company's premises.

* Information requested is limited information to identify or locate a suspect,
fugitive, material witness or missing person.

> Information disclosed to identify or locate a suspect, fugitive, material
witness or missing person must be limited to the following information:

“» Name and address;
< Date and place of birth;
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Social Security number;

ABO blood type and RH factor;

Type of injury;

Date and time of treatment;

Date and time of death, if applicable; and

A description of any distinguishing physical characteristics such as
height, weight, gender, race, hair color, eye color, absence or
presence of facial hair, scars, and tattoos.

> Unless PHI is disclosed to a law enforcement official to identify or
locate a suspect, fugitive, material witness or missing person, PHI
may NOT be disclosed that is related to an individual’s DNA or DNA
analysis, dental records, blood type, samples, or analysis of body
fluids or tissue.

Information about a suspected victim of a crime (1) if the individual agrees

to disclosure; or (2) without agreement from the individual, if the
information is not to be used against the victim, if the need for information
is urgent, if disclosure is in the best interest of the individual, and if the
individual cannot agree because of incapacity or another emergency.

> Prior to releasing PHI to a law enforcement official about a suspected
victim of a crime who has not agreed to the disclosure, the following
steps must be taken:

L)
0.0

Obtain a statement from the law enforcement official that the PHI is
needed to determine whether a crime has occurred;

Obtain a statement from the law enforcement official that the PHI will
not be used against the victim;

Obtain a statement from the law enforcement official that immediate
law enforcement action depends on the PHI and would be materially
and adversely affect by waiting for the individual to agree to the
disclosure; and

Notify the Privacy Officer to determine whether the disclosure is in
the individual's best interests in the professional judgment of the
Plan.

» The statement from the law enforcement official may be ora! or written.

(4) To Appropriate Public Health Authorities for Public Health
Activities to the extent permitted by the Privacy
Regulations.
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PHI may be disclosed to the appropriate public health authorities for public health
activities as permitted by the Privacy Regulations. Contact the Privacy Officer
for guidance.

(5) To a Health Oversight Agency for Health Oversight
Activities, as authorized by law.

PHI may be disclosed to a health oversight agency for health oversight activities if
the following conditions are met:

« The requesting agency is an agency or authority of the United States, a
state, a territory, a political subdivision of a state or territory (including
American Samoa and the Northern Mariana Islands), or an Indian Tribe (or
a person or contractor acting upon its authority) that is authorized by law to
oversee one of the following:

» The public or private health care system;

» A government program or programs in which health information is
necessary to determine eligibility or compliance; or

» A government program or programs to enforce civil rights laws for which
heaith information is relevant.

e The PHI may only be used by the requesting agency for the fallowing

purposes:

» Audits;

» Civil or criminal investigations;

» Inspections;

» Licensure or disciplinary actions;

» Civil, administrative, or criminal proceedings; or

» Actions or other activities necessary for appropriate oversight of and by

relevant agencies.

(6) To a Coroner or Medical Examiner About Decedents
PHI may be disclosed to a coroner or medical examiner to identify a deceased
person, determine the cause of death, or for other duties as authorized by law.
PHI may also be disclosed to a funeral director — under applicable state law — to
allow the director to carry out duties related to the decedent.

(7) For Cadaveric Organ, Eye or Tissue Donation Purposes
PHI may be disclosed to organ procurement organizations or other entities

engaged in the procurement, banking, or transplantation of organs, eyes or tissue
for the purpose of facilitating organ, eye, or tissue donation or transplantation.
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(8) For Certain Limited Research Purposes

PHI may be disclosed for certain limited research purposes provided that a waiver
of the authorization required by the Privacy Regulations has been approved by an
appropriate privacy board (as defined by Section 164.512(i)(1)(i) of the Privacy
Regulations).

(9) Emergency Situations
PHI may be disclosed to avert a serious threat to health or safety of an individual
upon a belief in good faith that the use or disclosure is necessary to prevent a
serious and imminent threat to the health or safety of a person or the public.
(10) For Specialized Government Functions
PHI may be disclosed for specialized government functions, including disclosures
of an inmates' PHI to correctional institutions and disclosures of an individual's
PHI to authorized federal officials, for the conduct of nationa! security activities.
(11) For Workers' Compensation Programs
PHI may be disclosed for purposes of administering workers' compensation only

to the extent necessary to comply with laws relating to workers' compensation or
other similar pregrams.
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Policies and Procedures for Complying With Individual
Rights

1. Request for Access (Inspection and Copying)
a. Policy

Individuals have the right to inspect and obtain copies of their PHI that the Plan
(or its Business Associates) maintains in a “Designated Record Set.”
“Designated Records Sets” are records containing PHI used to make decisions
about individual members such as enroliment, claims adjudication, or case
management information maintained by or for a group health plan about an
individual. The Plan shall maintain Designated Record Sets for six years from
the date of the record's creation or the date the record was last in effect,
whichever is later. The Plan will provide access to PHI! for requests that are
submitted in writing. (See Form “C.")

The Plan and the Company will not disclose PHI to family and friends of an
individual except as required or permitted by the Privacy Regulations. Generally,
an authorization is required before another party, including spouse, family
member or friend, will be able to access PHI. However, a guardian, an individual
with a health care Power of Attorney, or another authorized personal
representative (as defined under the Privacy Regulations) has the authority to
invoke an individual's right to access (inspect and copy).

b. Procedure

Individuals seeking to inspect and copy PHI must complete a request form (see
Form "C"). Workforce Members shall not create a Request to Inspect Protected
Health Information form. Forms are available from the Privacy Officer.

(1) Request From Individual, Parent of Minor Child, or Personal
Representative

If the Plan receives a written request to inspect and copy PHI from an individual
(or from a minor child's parent or an individual's personal representative), take the
following steps:

« Verify the individual's (or parent's or personal representative's) identity.
(See "Verification of Identity of Those Requesting Protected Health
Information” on pages 42 — 45.)

« If a minor child is involved, contact the Privacy Officer for guidance.
Whether an individual is a minor child must be determined in accordance
with the provisions of the applicable state law of the child's place of
residence,
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» After verifying the identity of a parent or personal representative, follow the
procedure for "Processing the Request for Access" beginning on page
28.

(2) Requests From Spouse, Family Member or Friend

If the Plan receives a Request for disclosure from a spouse, family member, or
friend, who is not a personal representative or the parent of a minor child, any use
or disclosure must be authorized by the individual whose PHI is involved. See the
procedures for "Disclosures Pursuant to Authorization™” on page 18. An
Authorization form is available from the Privacy Officer. (See Form “A.")

(3) Processing the Request

After verifying the identity of the requesting individual or obtaining the necessary
authorization, take the following steps:

« Review the request to determine if the PHI requested is in the individual's
Designated Record Set. See the Privacy Officer if it appears that the
requested information is not in the individual's Designated Record Set.
Only the Privacy Officer may deny a Request to Inspect Protected
Health Information.

o Submit the disclosure request to the Privacy Officer for a determination
whether an exception to the disclosure requirement might exist; for
example, disclosure may be denied for requests to access any of the

following:

> psychotherapy notes;

» documents compiled for a legal proceeding;

> certain requests by inmates;

> information compiled during research when the individual has agreed to
denial of access;

» information compiled for use in or in anticipation of a civil, criminal, or
administrative proceeding;

» PHI maintained by a covered entity that is subject to or exempt under
the Clinical Laboratory Improvement Act of 1988;

> the records are subject to the Privacy Act, 5 US.C.A. § 552a
(government records);

> information obtained under a promise of confidentiality; and

> other disclosures that are determined by a health care professional to

be likely to cause harm.

« Respond to the request by providing the information for inspection or
copying or denying the request in writing within 30 days. Use the
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appropriate response form. (See Form “D.") All responses must be in
writing. A copy of the request and the response shall be maintained in the
individual’'s HIPAA file for the appropriate six year period.

If the requested PHI cannot be presented for inspection and copying within
the 30-day period, the deadline may be extended for 30 days by providing
written notice — using the appropriate form (Form “D") -- to the individual
within the original 30-day period of the reasons for the extension and the
date by which the Company will respond.

If no grounds exist to deny a request to inspect and copy, provide the
information requested in the form or format requested by the individual, if
readily producible in such form. Otherwise, provide the information in a
readable hard copy or such other form as is agreed to by the individual.

Individuals have the right to receive a copy by mail or by e-mail or can
come in and pick up a copy. Individuals also have the right to come in and
inspect the information. Individuals also have the right to request that PHI
be sent directly to a third party, either electronically or in paper format. If
PHI is to be delivered electronically, the email address must be verified
prior to sending the PHI to the intended recipient. This may be
accomplished by sending a request for a confirmation to the intended
recipient. Reasonable safeguards shall be used to transmit PHI pursuant
to the Company's policy on transmission of PHI, beginning on page 55.

If the Plan uses or maintains electronic protected health information in an
electronic designated record set maintained by the Plan, individuals are
entitled to copies of their protected health information in an electronic
format, if it is readily producible, or if not, in a readable electronic form
and format agreed to by the Plan and the individual. individuals may direct
the Plan to transmit a copy of the ePHI directly to a third party they
designate clearly and specifically.

If the individual has requested a summary and explanation of the
requested information in lieu of, or in addition to, the full information, in a
request to inspect and copy, prepare such summary and explanation of
the information requested and make it available to the individual in the
form or format requested by the individual.

In response to a request to inspect and copy, the Plan may charge a
reasonable cost-based fee for copying, postage, and preparing a summary
(but the fee for a summary must be agreed to in advance by the individual).
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(4) Handling denials

If the Request for Inspection and Copying must be denied, take the following

steps:

Obtain approval for such action from the Privacy Officer
Provide a written denial (Form “D").

A denial must contain (1) the basis for the denial, (2) a statement of the
individual's right to request a review of the denial, if applicable, and (3) a
statement of how the individual may file a complaint with the Secretary of
Health and Human Services and the Plan concerning the denial. All denials
must be prepared or approved by the Privacy Officer. Denial of a request to
inspect and copy in inappropriate circumstances could lead to liability. For
this reason, the Plan requires all denials to be approved by the Privacy
Officer

If a Request to Inspect and Copy is denied, the requesting individual is
entitled to a review of the denial if the access to PHI is denied on the basis
of a "Reviewable Ground for Denial.”

> A Reviewable Ground for Denial exists if one of the following conditions
is met:

< Access will reasonably likely endanger the life or physical safety of
the individual who is the subject of the PHI; or

% The PHI refers to another individual (except for a health care
provider) and access will reasonably likely cause substantial harm to
that other individual; or

< The request for inspection and copying was made by the individual's
personal representative and access will be reasonably likely to
endanger the life or physical safety of the individual or another
person.
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> The individual must request a review in writing.

> The review shall be promptly conducted by a “Designated Review
Officer.” The Designated Review Officer shall be designated by the
Company and shall review the denial of access and render a decision as
to whether access should be granted or denied. The Designated
Review Officer must be a licensed health care processional who was not
directly involved in the initial decision to deny access to the PHI. The
Designated Review Officer may be named on a case-by-case basis.

(5) Documentation and Retention

¢ Document disclosures in accordance with the "Documentation
Requirements” beginning on page 52.

* Retain appropriate documents for the applicable six year period.
2. Request for Amendment or Correction
a. Policy

Individuals also have the right to request that their PHI be amended or
corrected. The Pian will consider written requests for amendment or correction.
Forms to request amendments or correction are available from the Privacy
Officer.

b. Procedure

Upon receiving a request for amendment or correction of PH! held in a
Designated Record Set from an individual (or a minor's parent or an individual's
personal representative), take the following steps:

o Verify the identity of the individual (or parent or personal
representative) following the procedures set forth in “Verification of
Identity of Those Requesting Protected Health Information" on
pages 42 — 45,

» Obtain a copy of the personal representative’s authority (e.g., health
care Power of Attorney), if applicable, and file in the individual's
Designated Record Set.

¢ Request that the individual complete the “individual Request to Amend
or Correct” form. (See Form “E.")

. Review the request for amendment or correction to determine whether the
PHI at issue is held in the individual's Designated Record Set. See the Privacy
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Officer if it appears that the requested information is not held in the individual's
Designated Record Set. No request for amendment or correction may be
denied without approval from the Privacy Officer

Review the request for amendment or correction to determine whether the
information access can be denied under the Privacy Regulations'
exceptions to the right to inspect and copy (see the request for inspection
and copying procedures above). Contact the Privacy Officer if there is any
question about whether one of these exceptions applies. No request for
amendment or correction may be denied without approval from the
Privacy Officer.

Review the request for amendment or correction to determine whether the
amendment or correction is appropriate — i.e., determine whether the
information in the Designated Record Set is accurate and complete
without the amendment or correction. |If it is accurate and complete
without the amendment or correction, the request may be denied.

Respond to the request within 60 days by informing the individual in
writing, using the “Response to Request to Amend or Correct” form
(Form “F”), that the amendment will be made or that the request is denied.
If the determination cannot be made within the 60-day period, the deadline
may be extended for 30 days by providing written notice to the individual
within the original 60-day period of the reasons for the extension and the
date by which the Company will respond.

When an amendment is accepted, make the change in the Designated
Record Set, and provide appropriate notice to the individual and all
persons or entities listed on the individual's amendment request form, if
any, and also provide notice of the amendment to any persons/entities
who are known to have the particular record and who may rely on the
uncorrected information to the detriment of the individual.

When an amendment request is denied, the following procedures apply:

» All notices of denial must be prepared or approved by the Privacy
Officer. A denial must be in writing and contain (1) the basis for the
denial; (2) information about the individual's right to submit a written
statement disagreeing with the denial and how to file such a statement;
(3} an explanation that the individual may (if he or she does not file a
statement of disagreement) request that the request for amendment and
its denial be included in future disclosures of the information; and (4) a
statement of how the individual may file a complaint with the Secretary
of Health and Human Services and the Plan concerning the denial.,
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> The plan may deny an individual's Request for Amendment, if the
Privacy Officer determines the following:

<» The Request for Amendment relates to PHI what was not created or
generated by the Plan. However, if the individual seeking the
amendment gives a reasonable basis to show that the person or
entity that created or generated the PHI is no longer available to
respond to the Reguest for Amendment, then the Plan cannot deny
the Request on the basis that the Pian did not create or generate the
PHI.

% The Request for Amendment relates to PH! that is not part of the
Designated Record Set.

“ The Request for Amendment relates to PHI to which the requesting
individual would not have access because the PHI falls into one of
the categories for which no right to access exists of for which access
may be denied.

% The Request for Amendment relates {o PHI that is accurate and
complete without amendment.

If the request is denied, provide the individual with a “Statement of
Disagreement with Response to Request to Amend or Correct a
Record” (see Form “L").

If, following the denial, the individual files a statement of disagreement,
include the individual's request for an amendment; the denial notice of the
request; the individual's statement of disagreement; and the Company's
rebuttal/response to such statement of disagreement, if any, with any
subsequent disclosure of the record to which the request for amendment
relates. If the individual has not submitted a written statement of
disagreement, include the individual's request for amendment and its denial
with any subsequent disclosure of the protected health information only if
the individual has requested such action.

Retain all applicable documents for the appropriate six year period.
Requests for an Accounting of Disclosures of PHI

a. Policy

An individual has the right to obtain an accounting of certain disclosures of his
or her own PHI. This right to an accounting extends to disclosures made in the
last six years, other than disclosures:
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» to carry out treatment, payment or health care operations;

to individuals, or to an individual’'s personal representative, about their
own PHI;

incident to an otherwise permitted use or disclosure;

pursuant to an individual authorization;

as part of a limited data set;

to correctional institutions or law enforcement officials when the
disclosure was permitted without an authorization; or

* for national security or intelligence purposes.

The Plan must document and retfain the following: (1) the date of a disclosure; (2)
the name or entity or person who received the PHI and, if known, the address of
the entity or person; (3) a brief description of the PH! disclosed; (4) a brief
statement of the purpose of the disclosure that reasonably informs the individual
of the basis for the disclosure; (5) the written accounting provided to the
individual, and (6), the titles of the persons or offices responsible for receiving
and processing requests for an accounting by an individual. (See Form “P.") This
information shall be retained by the Company’s Privacy Officer. The Plan is not
required to track uses and disclosures of PHlI made according to the Plan's
ability to disclose information as long as, when possible, the individual who is
the subject of the PHI has the opportunity to object, in the following
circumstances:

« to family members or close friends for health care or payment purposes;

+ to family members of close friends to notify, locate, or identify and
individual and to provide information regarding an individual's general
condition or death; or

e to public or private entities authorized to assist in disaster relief efforts.

The accounting must include the following information:

date of the disclosure;

the name of the receiving party;

a brief description of the information disclosed; and

a brief statement of the purpose of the disclosure (or a copy of the written
request for disclosure, if any).

The Company and the Plan have provided a form (Form “P") allowing for
collection of all appropriate information.

If an individual requests multiple disclosures to the same individual or entity, or
if an individual requests that multiple disclosures he made under a single
authorization, the Plan may make a summary entry. The summary entry will
include the information described above for the first disclosure with an indication
of the interval, frequency, or total number of disclosures made during the
accounting period, and the date of the last disclosure.
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The first accounting in any 12-month period shall be provided free of charge. The
Privacy Officer may impose reasonable production and mailing costs for subsequent
accountings.

The exclusion from the accounting for disclosures does not apply for treatment,
payment, and healthcare operations made through an “Electronic Health Record.”
An “Electronic Health Record” is an electronic record of health-related information
on an individual that is created, gathered, managed, or consulted by an
authorized health clinician or staff. Effective (i) January 1, 2014 — if the Plan
acquired an Electronic Health Record as of January 1, 2009, or (ii) the iater of
January 1, 2011 or the date the Plan obtains an Electronic Health Record if the
Plan acquired that Electronic Health Record after January 1, 2009:

% Disclosures of protected health information made by the Plan from an
Electronic Health Record for treatment, payment and health care
operations during the three (3) years prior to an individua!'s request are
also subject to a request for an accounting.

% For this purpose, the Plan shall provide an accounting of disclosures of
protected health information made by the Plan, and either an accounting
of disclosures of protected health information by all Business Associates
acting on behalf of the Plan or a list of those Business Associates and
contact information, from whom individuals may request an accounting
of disclosures they have made.

b. Procedure

Upon receiving a request from an individual (or a minor's parent or an individual's
personal representative) for an accounting of disclosures, take the following
steps:

o Verify the identity of the individual (or parent or personal representative)
following the procedures set forth in “Verification of Identity of Those
Requesting Protected Health Information" on pages 42 — 45.

» Request that the Individual complete a “Request for an Accounting of
Disclosures of PHI” form. (See Form "K.")

» The Privacy Officer is responsible for processing requests, determining what
disclosures, if any, are not to be included in the accounting, and
summarizing multiple disclosures to the same entity or person.

If the individual requesting the accounting has already received one accounting
within the 12 month period immediately preceding the date of receipt of the
current request, prepare a notice to the individual informing him or her that a fee
for processing will be charged and providing the individual with a chance to
withdraw the request. The Privacy Officer shall collect any processing fees. All
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necessary fees must be delivered to the Privacy Officer prior to the provision of
additional accountings in the 12 month period.

Respond to the request within 60 days by providing the accounting (as
described in more detail below), or informing the individual that there have
been no disclosures that must be included in an accounting (see the list of
exceptions to the accounting requirement below).

If the accounting cannot be provided within the 60-day period, the deadline
may be extended for 30 days by providing written notice to the individual
within the original 60-day period of the reasons for the extension and the
date by which the Company will respond.

The accounting must include disclosures (but not uses) of the requesting
individual's PHI made by Plan and any of its Business Associates during
the period requested by the individual up to six years prior to the request.
The accounting does not have to include disclosures made:

to carry out treatment, payment and health care operations®*;

to the individual about his or her own PH|,

incident to an otherwise permitted use or disclosure;

pursuant to an individual authorization;

for specific national security or intelligence purposes;

to correctional institutions or law enforcement when the disclosure was
permitted without an authorization; and

> as part of a limited data set.

VYVVVY

* Except for disclosures made through an Electronic Health Record.

If any Business Associate of the Plan has the authority to disclose the
individual's PHI, then the Company's Privacy Officer or designated
Company Workforce Member shall contact the appropriate Business
Associate to request the disclosure.

The accounting must include the following information for each reportable
disclosure of the individual's PHI:

»> the date of disclosure;

> the name (and if known, the address) of the entity or person to whom
the information was disclosed;

> a brief description of the PHI disclosed; and

> a brief statement explaining the purpose for the disclosure. (The
statement of purpose may be accomplished by providing a copy of the
written request for disclosure, when applicable.)
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The accounting shall be delivered to the individual requesting the
Accounting by mail, e-mail, other mutually agreeable method.

if the Plan has received a temporary suspension statement from a health
oversight agency or a law enforcement official indicating that notice to the
individual of disclosures of PHi would be reasonably likely to impede the
agency's activities, disclosure may not be required. If the Pian receives
such a statement, either orally or in writing, contact the Privacy Officer for
more guidance.

An individual may request review by a licensed health care professional,
designated by the Plan, if access is denied for one of the following reasons:

> A licensed health care professional has determined, using professional
judgment, that the access requested is reasonably likely to endanger the
life or physical safety of the individual or another person;

> The PHI makes reference to another person (unless that person is a
health care provider) and a licensed health care professional has
determined, using professional judgment, that the access requested is
reasonably likely to cause substantial harm to the other person; or

> The request for access is made by the individual's personal
representative and a licensed health care professional has determined,
using professional judgment, that the provision of access to the personal
representative is reasonably likely to cause substantial harm to the
individual or another person.

The Plan will provide or deny access based upon the reviewing health care
professional's determination.

If access is denied, in whole or in part, the Plan will:
> Make accessible any other requested information in the Designated
Record Set where the Plan does not believe that there are grounds to

deny access.

Document Accountings in accordance with the "Documentation
Requirements” beginning on page 52.

Retain applicable documents for the appropriate six year period.
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4, Requests for Confidential Communications
a. Policy

Individuals may request to receive communications regarding their PHI by alternative
means or at alternative locations. For example, individuals may ask to be called only
at work rather than at home. Such requests may be honored if, in the sole discretion
of the Company, the requests are reasonable.

However, the Company shall accommodate such a request ONLY if the individual
clearly provides information that the disclosure of all or part of that information could
endanger the individual. The Privacy Officer has responsibility for administering
requests for confidential communications.

b. Procedure

Upon receiving a written request — using the Company's form (see Form “I") —
from an individual (or a minor's parent or an individual's personal representative)
to receive communications of PHI by alternative means or at alternative locations,
take the following steps:

« Verify the identity of the individual (or parent or personal representative)
following the procedures set forth in "Verification of Identity of Those
Requesting Protected Health Information"” on pages 42 - 45.

o Determine whether the request contains a statement that disclosure of all
or part of the information to which the request pertains could endanger the
individual.

e Determine whether the request provides for an alternative means of
communication (e.g., alternate telephone number) or an alternate location
for communication of PHI {e.g., an alternate address).

e Honor requests that include a clear statement that disclosure of the
information would endanger the individual.

« Provide a written response (see Form “J"). If a written response is
inappropriate, contact the individual in person or by telephone.

« If a request will not be accommodated, contact the individual in person, in
writing, or by telephone to explain why the request cannot be
accommodated.

o All confidential communication requests that are approved must by
tracked by the Privacy Officer.
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e Document requests for confidential communications and their
dispositions in accordance with the procedure for "Documentation
Requirements"” beginning on page 52.

¢ Retain all applicable documents for the appropriate six year period.
5. Requests for Restrictions on Uses and Disclosures of PHI
a. Policy

An individual may request restrictions on the use and disclosure of the individual's
PHI. It is the Company's policy to attempt to honor such requests if, in the sole
discretion of the Company, the requests are reasonable, except as noted below.

The Plan shall consider, but is not required to agree to any requested restrictions. If the
Plan does agree to the restriction, it will comply with the restriction unless the
information is needed to provide emergency treatment to the individual. The Plan will
comply with an individual's request if (i) the disclosure is to a health plan for purposes of
payment or health care operations (not for purposes of treatment} and is not otherwise
required by law, and (ii) the protected health information pertains solely to a health care
item or service for which the health care provider has been paid out of pocket in full.

All requests for restrictions must be in writing and approved by the Privacy
Officer.

b. Procedure

Upon receiving a written request from an individual (or a minor's parent or an
individual's personal representative) to restrict access to an individual's PHI, the
Workforce Member must take the following steps:

+ Verify the identity of the individual (or parent or personal representative)
following the procedures set forth in "Verification of Identity of Those
Requesting Protected Health Information" on pages 42 - 45.

* Request that the individual provide a written request (see Form “G").

* Honor reasonable requests that restrict PH| use or disclosure for purposes
of treatment, payment, or health care operations. Take steps to honor
requests to restrict information given to persons involved in the individual's
care.

¢ Provide a written response to the individual (see Form “H"). {f a written
response is inappropriate, contact the individual in person or by telephone.
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if a request will not be accommodated, contact the individual in person, in
writing, or by telephone to explain why the request cannot be
accommodated.

All requests for restrictions on use or disclosure of PHI that are approved
must be tracked by the Privacy Officer or the Privacy Officer's designated
staff member.

Notify all Business Associates that may have access to the individual's PHI
of any agreed-to restrictions by the Privacy Officer or the Privacy Officer's
designated staff member via facsimile, e-mail, or first class mail.

Document requests and their dispositions in accordance with the procedure
for "Documentation Requirements" beginning on page 52.

Retain applicable documents for the appropriate six year period.

The Plan will terminate its agreement to honor a restriction only under the
following circumstances:

> The individual agrees to or requests that the restriction terminate;

» An emergency arises; or

» The Plan unilaterally terminates its agreement on a prospective basis
and notifies the individual in writing of the termination (except the Plan
may not unilaterally terminate any agreement to restrict disclosure of

PHI for payment or healthcare operations where the individual has paid
the healthcare provider in full).
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Verification of Identity of Those Requesting Protected Health
Information

1. Verifying ldentity and Authority of Requesting Party

Workforce Members must take steps to verify the identity of individuals who
request access to PHI. They must also verify the authority of any person to have
access to PHI, if the identity or authority of such person is not known. Separate
procedures are set forth below for verifying the identity and authority, depending
on whether the request is made by the individual, a parent seeking access to the
PHI of his or her minor child, a personal representative, or a public official
seeking access.

a. Request Made by Individual

If the individual's identity and authority is known, no further documentation is
necessary.

If the individual's identity and authority is not known, seek verification through one
of the following:

» Signature on a written request with a copy of a government issued or
Company issued photo identification; or

» Asking for known identifiers such as a combination of the Social Security
number, birth date, maiden name, or driver's license number of the
individual who is the subject of the PHI.

And,

o Document disclosures as required by the “Documentation
Requirements"™ beginning on page 52.

« Retain all appropriate documents for the applicable six year period.
b. Request Made by Parent Seeking PHI of Minor Child

When a parent requests access to parent's minor child’s PHI, take the following
steps:

« Verify the person's relationship with the child and confirm the child's age.
Verification may take the form of confirming enroliment of the child in the
parent's plan as a dependent. Check with Privacy Officer to obtain
information about relevant state law.
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Document disclosures as required by the "Documentation
Requirements™ beginning on page 52.

Retain all appropriate documents for the applicable six year period.

c. Request Made by Authorized Personal Representative

An authorized personal representative is any one of the following:

A parent, guardian, or other person acting in loco parentis for an un-
emancipated minor. As a general rule, a parent or guardian is a child's
personal representative except under the following circumstances:

> When the minor is able to lawfully obtain the health care service at
issue without the consent of a parent, guardian, or other person
acting in loco parentis, or

> When the parent, guardian, or other person acting in /oco parentis
consents to confidentiality between the Plan or health care provider
and the minor with regard to the health care service at issue. (The
plan must honor the agreement of confidentiality.)

An executor, administrator, or other person who has authority to act on
behalf of a deceased individual or that individual's estate; or

A person who has the authority (under applicable state law) to make
health care decisions on behalf of an individual who is unable to make
health care decisions for himself or herself. (For example, a spouse may
have a health care Power of Attorney for an individual who is
incapacitated.)

Personal representatives shall not be given access to PHI if Plan
representatives have a reasonable belief, based upon professional judgment,
that the individual at issue has been or may be subjected to domestic violence,
abuse or neglect by the person seeking to assert rights as a personal
representative.

When a personal representative requests access to an individual's PHI, the
following steps should be followed:

Request and obtain a copy of appropriate documentation such as a valid
health care Power of Attorney, or a document permissible under applicable
state law. If there are any questions, seek review by the Privacy Officer.
Also, if the person claiming to be a personal representative relies upon a
document permitted under applicable state law, seek review by the Privacy
Officer.
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Appropriate documentation may include one of the following:
» Guardianship documents;

> Power of Attorney (for health care decisions);

» Authorization form naming personal representative; or

> Other documentation showing authority under applicable state law to act
as a personal representative.

Make a copy of the documentation provided and file it with the individual's
Designated Record Set.

Document disclosures in accordance with the procedure for
"Documentation Requirements” beginning on page 52.

Retain all appropriate documents for the applicable six year period.

d. Request Made by Public Official

If a public official requests access to PHI, and if the request is for one of the
purposes set forth above in "Mandatory Disclosures of PHI" on page 14 or
"Permissible Disclosures of PHI” on page 16, take the foliowing steps to verify
the public official's identity and authority:

If the request is made in person, request presentation of an agency
identification badge, other official credentials, or other proof of government
status.

Make a copy of the identification provided and file it with the individual's
designated record set.

If the request is in writing, verify that the request is on the appropriate
government letterhead.

If the request is by a person purporting to act on behalf of a public official.
request a written statement on appropriate government letterhead that the
person is acting under the government's authority or other evidence or
documentation of agency, such as a contract for services, memorandum of
understanding, or purchase order, that establishes that the person is acting
on behalf of the public official.

Request a written statement of the legal authority under which the

information is requested, or, if a written statement would be impracticable,
an oral statement of such legal authority. If the individual's request is made
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pursuant to legal process, warrant, subpoena, order, or other legal process
issued by a grand jury or a judicial or administrative tribunal, contact the
Privacy Officer.

s Obtain approval for the disclosure from the Privacy Officer.

» Document disclosures in accordance with the procedure for
"Documentation Requirements™ beginning on page 52.

o Retain all appropriate documents for the applicable six year period.
e. Request Made by Person Involved in Individual’s Care

If someone is obviously involved in an individual's care or the payment for that
individual's care, PHI may be disclosed to that person, but that person must be a
family member, close personal friend, or some other person identified by the
individual as being involved in his or her care.

If the individual is present, then the health plan may use or disclose PHI if: (1) the
individual provides his or her agreement; (2) the individual has an opportunity to
object and does not do so; or (3) from the circumstances, and based on
professional judgment, an inference arises that the individual does not object to
the disclosure or use.

If the individual is not present for the use or disclosure, or an opportunity to agree
or object in not feasible due to an emergency or incapacity, the plan may disclose
or use PHI if, in the exercise of professional judgment, it is in the best interests of
the individual. For example, if an individual is incapacitated and a spouse calls
seeking assistance with payment of claims for the incapacitated individual, PHI
may be disclosed to the spouse.

If uncertainty arises regarding whether the disclosure is appropriate, or if it is
determined that disclosure is not appropriate, contact the Privacy Officer.
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Complying With the "Minimum-Necessary Standard”

a. Policy

The Plan and the Company shall take reasonable efforts to limit PHI to the
minimum necessary to accomplish the intended purpose when using or disclosing
PH! or seeking PHI from another covered entity. The Plan shall not use, disclose,
or request an individual's entire medical record, even for purposes of payment or
health care operations, unless the use, disclosure, or request is justified by the
individual circumstances leading to the use, disclosure, or request.

Untit the Secretary of Health and Human Services issues guidance, on what constitutes
the “minimum necessary” standard, the Plan will limit any use, disclosure or request for
protected health information to the limited data set, as set forth in the HIPAA Privacy
Rule, or if needed by the Plan, to the minimum necessary to accomplish the intended
purpose of the use, disclosure or request. The Plan will comply with any future guidance
on what constitutes the “minimum necessary” promulgated by the Secretary, which
guidance shall override inconsistent policies and procedures established herein.
References in this policy to the “minimum necessary” shall be interpreted in accordance
with this paragraph.

However, the "minimum-necessary” standard does not apply to any of the
following:

disclosures to or requests by a health care provider for treatment;
uses or disclosures made to the individual;

uses or disclosures made pursuant to a valid authorization;
disclosures made to the HHS;

uses or disclosures required by law; and

uses or disclosures required to comply with the Privacy Regulations.

For all other recurrent uses and disclosures, the Company and the Plan will
apply the procedures set forth below.

b. Procedure
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(1) Minimum Necessary When Disclosing PHI

For making disclosures of PH!:

Routine and
Recurring Disclosure

Recipient(s)

Policy & Procedure

i
]
]
|

Health Market Planning

Insurance Carriers;
Brokers; Consultants;
Plan Sponsor

Provide summary and
de-identified information
initially; provide
minimum necessary PHI
for accurate underwriting
{genetic information will
not be used for
underwriting purposes
except for underwriting
any applicable long-term
care policy)

Budgeting and Renewal

Insurance Carriers;
Brokers; Consultants

Provide summary and
de-identified information
initially; provide
minimum necessary PHI
for accurate underwriting
(genetic information will
not be used for
underwriting purposes
except for underwriting
any applicable long-term
care policy)

Claim Issue Resolution

Insurance Carriers;
Consultants; Providers

First, direct individual to
Carrier. Second, obtain
written authorization for
Human Resources
Department Workforce
Member to assist.

Compliance Issue

Qutside legal counsel;

Provide minimum details

Resolution Brokers; Consultants of PHI necessary to
secure legal counsel.
Claims Audit Brokers/Consultants; Provide summary and

Providers; Claims
Review Specialists

de-identified information
and PHI only if required

Billing Issue Resolution

Insurance Carriers:
Consultants: Providers

Provide summary and
de-identified information
and PHI only if required

COBRA Rate or Funding
Level Determination

Insurance Carriers:
Brokers; Consultants

Provide summary and
de-identified information
and PHI only if required

Network Discount
Evaluation

Insurance Carriers;
Brokers; Consultants

Provide summary and
de-identified information
and PHI only if required

Disruption Analysis

Insurance Carriers;

Provide summary and
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Routine and
Recurring Disclosure

Recipient(s)

Policy & Procedure

Brokers; Consultants

de-identified information
and PHI only if required

Strategic Planning

Insurance Carriers;
Brokers:; Consultants

Provide summary and
de-identified information
and PHI only if required

Modifying, Amending, or
Terminating the Group
Health Plan

Plan Sponsor

Provide summary
information

Enroliment or
Disenrollment
Information

Plan Sponsor

Provide enrollment or
disenrollment status
information only

| Plan Administration

Plan Sponsor

To the extent necessary
for plan administration
so [ong as plan sponsor
has amended its plan
documents in
accordance with the
HIPAA Privacy
Regulations

For all other disclosures of PHI, contact the Privacy Officer, who will ensure that
the amount of information disclosed is the minimum necessary to accomplish the

purpose of the disclosure.

(2) Minimum Necessary When Requesting PHI

For making requests for disclosure of PHI:

Routine and
Recurring Requests

Disclosing Entity

Policy & Procedure

Health Market Planning

Carriers; brokers;
consultants

Request summary and
de-identified information
and PH! only if needed

Budgeting Underwriting
and Experience
Evaluation

Carriers; brokers;
consultants

Request summary and
de-identified information
and PHI only if needed
(genetic information will
not be used for
underwriting purposes
except for underwriting
any applicable long-term
care policy)

Claim [ssue Resolution

Carriers; Consuitants;
Providers

Request summary and
de-identified information
and PHI only if needed

Compliance Issue
Resolution

Outside legal counsel;
individual; carrier;

Request summary and
de-identified information
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Routine and
Recurring Requests

Disclosing Entity

Policy & Procedure

brokers; consultants

and PHI only if needed

Claims Audit

Insurance carrier

Request summary and
de-identified information
and PHI only if needed

Billing Issue Resolution

Insurance Carriers;
Consultants; Providers

Request summary and
de-identified information
and PHI only if needed

COBRA rate or funding
level determination

Insurance Carriers

Request summary and
de-identified information
and PHI only if needed

Network discount
evaluation

Insurance Carriers

Request summary and
de-identified information
and PHI only if needed

Disruption Analysis

insurance Carriers

Request summary and
de-identified information
and PHI only if needed

Strategic Planning

Insurance Carriers;
Consuitants/Brokers

Request summary and
de-identified information
and PH! only if needed

For all other requests for PHI, contact the Privacy Officer, who will ensure that
the amount of information requested is the minimum necessary to accomplish
the purpose of the disclosure.

(3) Minimum Necessary When Receiving or Disclosing PHI

for employment-related purposes

For receiving PHI for employment-related purposes:

Routine and Recipient(s)/ Policy & Procedure
Recurring Disclosing Entity
Disclosures and
Requests

Benefits inquiries and
assisting with claims
issues

Insurance carrier; Third
Party Administrators;
Brokers: Consultants

Obtain written
authorization for
disclosure of PHI,

Obtaining a
determination as to
whether employee can
perform essential
functions of job and
conclusions related to a
fitness-for-duty exam

Health care provider

Provide an authorization
form for employee to
complete and provide to
health care provider; PHI
obtained for
performance of essential
functions of a job or for
a fitness-for-duty
examination shall be
filed in the applicable
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Routine and Recipient(s)/ Policy & Procedure
Recurring Disclosing Entity
Disclosures and
Requests

employee's medical file.

Obtaining results from
drug-testing for
employment-related
reasons

Health care provider

Provide an authorization
form for employee to

complete and provide to
health care provider;

drug testing results shall
be filed in the applicable
employee’'s medical file.

Responding to a request
for an accommodation
under the Americans
with Disabilities Act.

Health care provider

Provide an authorization
form for employee to
complete and provide to
health care provider;
responses shall be filed
in the applicable
employee's medical file.

Responding to a request
for a leave of absence
under the Family and
Medical Leave Act

Health care provider

Provide an authorization
form for employee to
complete and provide to
health care provider;
physician’s certification
shall be filed in the
applicable employee’s
medical file.
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Disclosures of De-ldentified Information

a. Policy

The Plan may freely use and disclose de-identified information. De-identified
information is health information that does not identify an individual and with
respect to which there is no reasonable basis to believe that the information can
be used to identify an individual. There are two ways a covered entity can
determine that information is de-identified: either by (1) professional statistical
analysis conducted in accordance with the Privacy Regulations; or (2) removing
18 specific identifiers. These identifiers are as follows:

Names;

Geographic subdivisions smaller than State, including street address, city,
county, precinct, ZIP code, and equivalent geocodes (special rules apply);
All elements of dates (except year) relating directly to an individual
(special rules apply),

Telephone numbers;

Fax numbers;

Electronic mail addresses;

Social Security numbers;

Medical Record Numbers;

Health Plan beneficiary numbers;

Account Numbers;

Certificate/license numbers;

Vehicle identification and serial numbers (including license plate
numbers);

Device identifiers and serial numbers;

Web Universal Resource Locators (URLs);

Internet Protocol (IP) address numbers;

Biometric identifiers, including finger and voice prints;

Full face photographic images and any comparable images; and

Any other unique identifying number, characteristic, or code (special rules

apply).

b. Procedure

To use or disclose De-identified Information, follow the following steps:

Obtain approval from Privacy Officer for the disclosure. The Privacy Officer
will verify that the information is de-identified.

The Plan may freely use and disclose de-identified information. De-identified
information is not PHI.
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Documentation Requirements

a. Policy

The Plan and the Company shall retain required documents — either in written or
electronic form — for six years from either the date the documents were created or the
date the documents were last in effect, whichever is later.

b. Procedure

Documentation. The Plan shall maintain copies of all of the following items for a
period of at least six years from the date the documents were created or were
last in effect, whichever is later:

"Privacy Notices" issued to participants (copy of Notice shall be
maintained in a file by Privacy Officer).

Records of non-treatment, payment, health care operations disclosures or
as set forth in the exceptions listed below (disclosure documents
maintained by firewall Workforce Members and monitored by Privacy
Officer):

the date of the disclosure;

the name of the entity or person who received the PHI! and, if known,
the address of such entity or person;

a brief description of the PHI! disclosed;

a brief statement of the purpose of the disclosure; and

any other documentation required under these Use and Disclosure
Procedures.

> See Form “P” for the “Protected Health Information Disclosure” form.

YVVY VY

Completed Protected Health Information Disclosure forms shall be
maintained in an individual's Designated Record Set for the applicable six
year period.

Documentation of disclosures is not required if PHI is disclosed for any of
the following:

for treatment, payment, or health plan operations;

to the individual {or his or her personal representative) about himself or
herself;

for a facility directory, to next-of-kin, or to those involved in an
individual's care;

for national security or intelligence purposes;

to correctional institutions or law enforcement officials;

based on an individual authorization;

YVVYV VYV VY

52



>
pS

as part of a limited date set; or
incidentally to another permissible use or disclosure.

Signed individual authorizations (maintained in Designated Record Set by
Privacy Officer).

Business Associate Agreements with Business Associates (maintained by
Privacy Officer).

Pian documents (maintained by Plan Administrator).

Company Policies on use and disclosure of PHI (maintained by Privacy
Officer).

Documentation concerning the following individual rights (maintained by
the Privacy Officer):

>

>

The designated record set subject to inspection and copying by an
individual;

The name and title for the person or office receiving and responding to
requests to amend or copy PHi;

Any written requests for amendment and responses to requests for
amendment (including the written denial, statements of disagreement,
and the Plan’s rebuttal, if any); and

Any agreed-upon restrictions on the use and disclosure of an
individual's PHI.

Designation by Business Associates and Insurance Carriers of who
can receive and/or discuss PHI of individuals participating in the Plan
(maintained by Privacy Officer).

Individual complaints and the outcome of the complaints
(documentation to be maintained by the Privacy Officer).

Records (maintained by the Privacy Officer) of any sanctions imposed
on any employees, agents, subcontractors, or Business Associates for
violations of these policies and procedures or the Privacy Reguiations.

Records (maintained by the Privacy Officer) of any use or disclosure
of PHI for research purposes without an authorization as allowed by
the Privacy Regulations.

information on whether the Plan is part of an organized health care
arrangement (maintained by the Privacy Officer).
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o Workforce Member HIPAA Privacy Regulations training materials
{(maintained by the Privacy Officer).

» Certification of the Plan Sponsor regarding plan amendments and
firewalls {(maintained by the Privacy Officer).

« Documentation of any other action, activity, or designation (such as
the designation of the Privacy Officer) required to be documented by
the Privacy Regulations.

Documentation may be maintained or created in written or electronic form.
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Security Policies and Procedures
1. Physical and Technical Security
a. Policy

The Company and the Plan will maintain the physical and technical security of the
Plan’s PHI and ePHI.

The Company and the Plan shall take reasonable measures to ensure that only
designated Workforce Members shall have access to PHI concerning individuals in the
Plan.

b. Designation of the Security Officer
The Treasurer will be the Security Officer for the Pian. The Security Officer will:

« develop and implement the policies and procedures relating to security for
the Plan and the Company;

s receive questions, concerns, or complaints about the security of their PHI

and ePHI from Plan members under the Plan;

monitor compliance with security policies and procedures;

identify and evaluate threats to the confidentiality and integrity of ePHI;

identify how and where ePHI is stored, received, maintained, or transmitted;

assess and document the security measures for safeguarding ePHI;

determine if security measures are configured and used properly;

respond to actual or suspected breaches of ePHI.

The Privacy and/or Security Officer and appropriate supervisors or managers
shall determine the necessary level of access for each firewall Workforce Member.
Each firewall Workforce Member shall be given physical access to PHI in accordance
with his or her necessary level of access. Access should be limited sufficiently to afford
Plan members as much privacy and security as possible without limiting access so as to
interfere with the efficiency of Plan administration.

[The Privacy Officer and Security Officer may be the same individual or
may be different individuals.]

c. Risk Analysis and Risk Management

The Security Officer will conduct an accurate and thorough assessment of the potential
risks and vulnerabilities to the confidentiality, integrity, and availability of electronic
protected health information held by the Company.
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With the assistance of the Security Officer, the Company and Plan’s risk analysis will be
ongoing to determine when updates are needed.

The Company and Plan will also implement security measures sufficient to reduce risks
and vulnerabilities.

As part of this analysis, Company and Plan will review and document what actions have
been taken to comply with the required and addressable security standards found in
hitp://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityrulequidance. ht
ml.

d. Information System Activity Review.

With the assistance of the Security Officer, the Company and Plan wili implement
procedures to regularly review records of information system activity, such as audit logs,
access reports, and security incident tracking reports.

e. Procedures
(1)  PHI and ePHI Storage and Access

Physical Security: To maintain physical security of PHI and ePHI, as appropriate, the
Pian and the Company will follow these safeguards in a reasonable manner:

+ Maintenance of Primary Physical Security —

» The Company's human resources department offices will maintain a secure
reception area with a receptionist on duty and/or a locked door accessible
only to Workforce Members via an electronic card or code mechanism; and

> Visitors will be escorted to their contact person and not left unattended.
« Maintenance of Secondary Physical Security —

> All files containing PHI, including all ePHI (such as diskettes and CDs), are to
be kept in a separate file area of the human resources or an enclosed room
or locked desk where access is limited to those Clearview Local School
District Warkforce Members who have access per the terms of the
Clearview Local School District Privacy Policy.

o Workforce Members with access to PHI shall not leave files, electronic
storage media, or documents containing PHI on desktops, countertops, or
work tables unattended. Files or documents containing PHI may be kept at
Workforce Member desks provided that they are not left unattended on the
Workforce Member's desktop and are kept in focked drawers when not in
use.
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 Each firewall Workforce Members is expected to use reasonable efforts to
protect PHI during and after work hours in areas under the Workforce
Member's control such as employee offices, workstations, desks, and filing
areas.

+ |f a firewall Workforce Member leaves his or her desk for a short period of
time, the Workforce Member should conceal materials containing PHI to
prevent accidental viewing.

o If a firewall Workforce Member leaves his or her desk for an extended period
of time or at the end of the workday, the Workforce Member should make
certain that all materials containing PHI are placed in a secure location such
as a locked desk drawer or filing cabinet.

¢ Documents containing PHI should not be left unattended on computers,
copiers, fax machines, or printers.

* PHI should be protected in any form — electronic copy, hard copy, computer
screen, or any other form of duplication for an original.

+» Documents or electronic media containing PHI should not be deposited in
trash cans, unsecured recycling bins, or other unsecured containers. PHI
shall be destroyed in accordance with the Company's document destruction
policy.

 Where reasonable and appropriate, PHI will be secured through the use of a
technology or methodology that renders PHI unusable, unreadable, or
indecipherable to unauthorized individuals. The amount of unsecured PHI
maintained by the Plan should be limited.

% Acceptable means to render PHI unusable, unreadable, or indecipherable
are encryption and destruction.

% The method to render PH| unusable, unreadable, or indecipherable shall
be reviewed on an annual basis by the Security Officer to determine if
the methodology or technology meets the current standards set by HHS.

* Files containing PHI shall be clearly labeled as “private and confidential.”

e Verbal Security —
> Workforce Members shall take reasonable care in verbally discussing PHI to

ensure that PHI is not discussed with any employee, individual, or third party
who does not have access under the terms of the Company's Privacy Policy.
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When using the telephone to discuss PH!, Workforce Members shall take
reasonable care to make sure that the party to whom they are speaking has
access to PHI and is either the individual who is the subject matter of the PH,
is the individual's personal representative, or is an individual, designated by a
Business Associate, and insurance carrier, or a health care provider, to be
contacted about PH! concerning individuals in the Plan.

PHI should not be discussed in public areas such as cubicles, elevators and
lunch rooms or at social gatherings.

Security Maintenance —

>

The Privacy Officer will monitor physica! and verbal security and access to
files containing PHI.

Supervisory and management personnel will review the I[ocation and
placement of all computer displays, printers, copiers, and fax machines on a
periodic basis to determine whether any changes should be made in order to
comply with the Company’s Privacy Policies and Procedures and make any
necessary changes.

A risk and cost analysis shall be undertaken to determine whether changes
are needed to improve security. Any such risk analysis shall be documented.
All documentation should be forwarded to the Privacy Officer and shall be
retained for six (6) years.

Workforce Members handling PHI or ePHI shall report any viclations of the
Company's Privacy Policy to the Privacy Officer and/or Security Officer as
soon as possible, but no later than three business days after the incident
oceurs.

Access to PHI -

>

Each firewall Workforce Member shall be advised of his or her level of
access to PHI.

The Privacy Officer and/or Security Officer and appropriate supervisors or
managers will make certain that physical access to PHI shall be limited to
firewall Workforce Members. Necessary steps shall include making sure that
only firewall Workforce Members have keys to filing cabinets containing
documents with PHI and that only firewall Workforce Members have access
to drawers or work areas with materials containing PH! and workstations or
electronic media containing PHI.

Upon termination of a firewall workforce member's employment or other
arrangement, or a change in assignments requiring a decreased level of
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access to PHI, the firewall Workforce Member’s supervisor shall notify the IT
department and the Privacy Officer and/or Security Officer (Form “T"). The
notice shall include the date that access is terminated or modified, the
Workforce Member’'s name, and a description of the Workforce Member's
access privileges. The Privacy Officer and/or Security Officer, or his or her
designated representative, shall ensure that applicable access privileges are
revoked or changed and that appropriate third parties are notified of the
termination or decreased level of access to PHI. Relevant keys, cards,
passwords, or electronic access should be returned or changed, as
applicable.

Destruction of PRI —

>

>

Discarded PHI shall be left completely inaccessible.

PHI in any form (hard copy, diskette, CD, etc.) shall not be discarded in
ordinary trash.

Diskettes, CDs or other electronic media containing PHI must be erased or
destroyed. Electronic media must be cleared, purged or destroyed consistent
with NIST Special Publication 800-88, Guidelines for Media Sanitization, such
that the Protected Health Information cannot be retrieved.

Paper, film or other hard copy media is to be shredded or destroyed such that
the Protected Health Information cannot be read or otherwise cannot be
reconstructed. Redaction is not an appropriate means of data destruction.

Photocopiers with hard drives or other storage of information that are to be
discarded or leased machines that are to be returned must have the hard
drives erased using NIST standards before being disposed or returned.

Electronic Security: The Plan shall implement such procedures and policies and
necessary to comply with the HIPAA Security regulations.

(2) PHI Transmission

For transmission of PHI, follow these procedures:

Incoming Mail —

>

>

Incoming mail containing PHI should be delivered unopened in its original
sealed envelope to the person to whom it is addressed.

Workforce Members with access to PHI under the Privacy Policy should
request that their business contacts — such a consultants and insurance
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carriers — clearly indicate the name of the specific person at the Company
and be labeled “confidential” on the envelope.

If a Workforce Member receives PHI and the Workforce Member is not
permitted access to PHI under this Privacy Policy, the Workforce Member
should redirect the incoming mail as soon as possible to an appropriate
person with access to PHI.

Outgoing Mail -

>

>

Outgoing mail containing PHI should be clearly addressed to a specific
person and be labeled “confidential.”

If the outgoing mail contains PHI and is to be sent to an organization, it
should be specifically addressed to a person at the organization who has
access to PHI as per the organization's policies and procedures.

Inbound E-mail —

>

Workforce Members with access to PHI should exercise reasonable care to
keep incoming e-mail messages secure and limit access by other Company
Workforce Members.

Substantive e-mails containing PHI may be printed out at a secure printer for
hard copy storage in secured files maintained by the human resources
department.

Workforce Members receiving PHI should request that persons sending e-
mails limit the number of people that are copied on e-mails in order to limit the
opportunity for inadvertent disclosure of PHI. The Privacy Officer and/or
Security Officer will provide third-party administrators, carriers, and other
service providers with a list of individuals authorized to receive PH! on behalf
of the Plan. The Privacy Officer and/or Security Officer shall request that PH!
sent via email to the Plan be sent to an individual identified on the applicable
list.

If a Workforce Member, who does not have access to PHI under this Policy,
receives PHI, the Workforce Member should forward the e-mail to someone
who does have access under this Policy as soon as passible. The Workforce
Member who improperly received the e-mail should delete the e-mail from his
or her inbox, sent mail, and trash or deleted email folders after forwarding the
e-mail to the appropriate person.

Outbound E-mail —-
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>

>

E-mail sent externally from Company iocations may be transmitted to outside
contacts provided that any file attachments containing PHI are password
protected and individually identifiable information is not contained in the
subject line. The password may be communicated via phone or fax, or in a
separate e-mail significantly {one hour or more) prior to or after the e-mail
containing the file with the PHI.

E-mail containing PHI sent internally in the Company's offices may be
transmitted provided that any individually identifiable information is not
contained in the subject line.

Outbound e-mail should also contain the following disclaimer:

“This e-mail and any files transmitted with it are intended only for the person or entity to
which it is addressed and may contain confidential material and/or material protected by
faw. Any retransmission or use of this information may be a violation of that law. If you
received this in error, please contact the sender and delete the material from any
computer.”

Incoming Faxes —

P

We will not accept incoming faxes including PHI.

Outgoing Faxes —

P

When sending a fax, use a cover page containing the name of the recipient,
the fax number, and the number of pages. Include a label stating that the fax
is “confidential.” Do not include any PHI on the cover page.

Faxes containing PHI sent from the human resources depariment to
Woarkforce Members shall be sent to a fax machine attended by the specific
recipient. If necessary, the recipient should be telephoned prior to sending
the fax.

If a Workforce Member receives PHI and the employee does not have
access to the PHI, the Workforce Member should redirect the fax as scon as
possible.

Faxes containing PHI sent to insurance carriers, consultants, brokers, other
Business Assaciates, or entities for purposes of treatment, payment, or health
care operations shall be sent to a specific person at the receiving organization
and only to persons at that organization designated as having access to the
Plan's PHI.
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>

Cover sheets should be verified immediately before and after transmission of
PHI to confirm that the information was sent to the correct fax number and
was addressed to the correct recipient. If the PHI is not sent to the correct fax
number, the sender should immediately send another fax to the number
contacted in error with a reminder that the information sent is confidential and
a request that the recipient contact the sender to arrange for proper
destruction of the information. Any such error must be immediately reported
to the Privacy Officer and recorded as an accidental disclosure of PHI.

< The Privacy Officer will maintain all documentation regarding such an
accidental disclosure for the applicable six (6) year period.
% If necessary, the Privacy Officer shall contact legal counsel.

Diskette/CD and other portable electronic media such as DVDs, flash drives,
thumb drives, hard drives, laptops, etc. —

>

Follow the same policy for receiving and sending mail as described above.

Internet —

>

Do not download PHI from, or upload PHI to, any web site or system via the
Internet other than to an insurance carrier or business associate unless the
site is a secure site that can be accessed via a secure link (SSL). This
means that the site can be accessed using a secure, encrypted connection as
required by the Privacy Regulations. When uncertain if a site is secure,
check with IT.

Workforce Members may use the secure system of an insurance carrier, a
service provider, or a Business Associate via their web site to communicate
PHI. In other words, the PHI must reside on a secure system belonging to
the service provider, insurance carrier, or Business Associate.

Take reasonable care to protect PHI from access by individuals who are not
authorized to access it.

(3) PHI Storage Related to Terminated Workforce Members

Physical Storage — PHI for terminated Workforce Members shall be
protected in the same manner that it was protected prior to the Workforce
Member's termination of employment or other arrangement.

» The former Workforce Member's file — PHI shall be retained for a period

of six years following the date it was created or the date it was last in
effect, whichever is later.
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(4)  Electronic PHI

* Securing Electronic PHI

> All computers containing PHI should lock within 10 minutes of
no activity.

Back-up and Emergency Procedures

> Data backup plan: exact copies of electronic protected health information
will be retrievable in the event of an operation failure, due to an
emergency, disaster, or other system failure.

> Disaster recovery plan: any loss of data will be restorable in the event of
an operation failure, due to an emergency, disaster, or other system
failure.

> Emergency mode operation plan: all protected information will remain
secure while operating in emergency mode due to an emergency,
disaster, or other system failure.
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Violation Policy and Procedures

1. Complaints

The Treasurer, the Privacy Officer for the Lake Erie Regional Council, 1885 Lake
Avenue, Elyria, OH 44035, 440-324-5777, will be the Plan's contact person for
receiving complaints.

Individuals will use the following process to lodge complaints about the Company's
privacy procedures. Written complaints shall be received by the Privacy, who shall
promptly notify the Privacy Officer of any such complaints. Individuals making a written
complaint should use Form “M,” but are not required to use Form “M.” Oral complaints
may be made directly to the Privacy Officer. The Privacy Officer shall conduct an
investigation into all complaints and shall make findings and recommend any necessary
actions. The Privacy Officer’s findings and recommendations should be in writing. A
Complaint Review form (Form “N") shall be completed in connection with each
complaint received. Complaints and documents reflecting the disposition of the
complaints shall be retained for six years.

A copy of the complaint procedure shall be provided to any individual upon request.
Individuals shall be notified of where to send complaints in the Privacy Notice and
applicable forms.

There wili be no retaliation, reprisal, or intimidation against anyone for reporting a
violation of this Policy or the Privacy Regulations, or for cooperating with an
investigation of a complaint under this Policy. The Company's policy is to investigate
each complaint promptly and to keep complaints and the result of any investigation
confidential to the fullest extent practicable.

2. Notification of Privacy Officer

Any Workforce Member who believes that a violation of this Policy has occurred is
required to contact the Privacy Officer immediately. In a confidential manner, the
Privacy Officer will investigate the facts and circumstances of the alleged violations and
determine an appropriate course of action.

3. Sanctions for Violations of Privacy Policy

If the Privacy Officer determines that a violation of the Company's Privacy Policy has
occurred, all involved parties (such as the individual whose PHI was improperly
disclosed or used, the Business Associate or insurance carrier, and any other Company
Workforce Member) will be notified in a timely manner. The Privacy Officer will
conduct an investigation into the alleged violation in a timely manner. If a violation has
occurred, resolution of such violation will seek to restore the level of privacy and
security that is required under this Policy. Any deficiency in the Company's Privacy
Policy or related procedures that contributed to the violation will be corrected. If
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monetary damages are found to be due, then this issue will be settled by the Privacy
Officer or the Employer's legal counsel under the laws of the state in which the
individual whose PHI was improperly used or disclosed resides.

The Workforce Member(s) responsible for the violation will be dealt with according to
standard Company disciplinary practices. The disciplinary action will depend upon the
severity and/or frequency of the violation and whether the violation was blatant.
Disciplinary action may range from, but is not limited to, a verbal warning, written
warning, probation, up to and including termination of employment.

In investigating complaints under this policy, the Company may impose discipline for
inappropriate conduct without regard to whether the conduct constitutes a violation
of the law and even if that conduct does not rise to the level of violation of this policy.
Appropriate parties will be advised of the outcome of an investigation, although not
necessarily all details of the actions the Company has taken to maintain the
provisions of this Policy.

Sanctions for using or disclosing PHI in violation of this Policy will be imposed, up to
and including termination. Individuals who inadvertently use or disclose PH! will be
subject to a verbal or written warning. Individuals who blatantly and purposefully use or
disclose PHI without regard for this Policy will be subject to having their employment
terminated. The Privacy Officer shall document all sanctions and retain applicable
records for six years.

4, Mitigation of Inadvertent Disclosures of Protected Health Information

The Company shall mitigate, to the extent possible, any harmful effects that become
known to it of a use or disclosure of an individual's PHI in violation of the policies and
procedures set forth in this Policy. As a result, if a Workforce Member becomes aware
of a use or disclosure of Protected Health Information, either by a Plan Workforce
Member or a Business Associate or another outside entity, that is not in compliance
with this Policy, the Workforce Member should immediately contact the Privacy Officer
so that the appropriate steps to mitigate the harm to the individual can be taken.

The Privacy Officer shall act to stop the violation as soon as possible. Necessary steps
may include, but not be limited to, suspending access privileges to PHI.

5. No Intimidating or Retaliatory Acts; No Waiver of HIPAA Privacy Rights

No Workforce Member may intimidate, threaten, coerce, discriminate against, or take
other retaliatory action against individuals for exercising their rights, filing a complaint,
participating in an investigation, or opposing any improper practice under the Privacy
Regulations, in good faith. However, if the Workforce Member reporting the violation is
also the source of the violation, appropriate sanctions may be asserted against that
Workforce Member.
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No individual shall be required to waive his or her privacy rights under the Privacy
Regulations as a condition of treatment, payment, enroliment, or eligibility.

6. Violation Tracking

The Privacy Officer will track all reported incidents of potential violation under this Policy
whether or not a reported incident is ultimately found to be an actual violation. Tracking
includes maintaining the relevant facts of a reported incident and the final determination

or resolution.
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1.

Breach of Information Policy and Procedures

Breach of Information

a. Policy.

The Plan will comply with the requirements of the HITECH Act and its implementing
regulations to provide notification to affected individuals, HHS, and the media (when
required) if the Plan or one of its Business Associates discovers a breach of unsecured

PHI.

In order to constitute a breach, which triggers the notification requirement, the following
conditions must be met:

The information breached is PHI. The breach notification requirement does not
apply to information that is not PHI — such as de-identified information.

There has been an unauthorized acquisition, access, use or disclosure.
Unauthorized means acquisition, access, use or disclosure of PHI that
compromises the privacy or security of that information. If there is no HIPAA
privacy violation, there is no breach. Uses or disclosures involving more than the
minimum necessary amount may qualify as a breach.

Compromises the security or privacy of the protected health information. An
impermissible use or disclosure of PHI is presumed to be a breach unless there
is a demonstration of a low probability that the PHI has been compromised.
Notification to impacted individuals is necessary in all situations except when
there is a demonstration of a low probability of harm or that an exception to the
breach notification rule applies. In order to assess the probability that the PHI has
been compromised, the Privacy Officer will consider the following: (1) the nature
and the extent of the PHI involved, including the types of identifiers and the
likelihood of re-identification; (2) the unauthorized person who used the PH! or to
whom the PHI was disclosed; (3) whether the PHI was actually acquired or
viewed; and (4) the extent to which the risk to the PHI has been mitigated.

The following shall not be considered breaches:

» Unintentional acquisition, access or use of protected health information by a

Warkforce Member or individual acting under the authority of a covered entity or
Business Associate, if the acquisition, access, or use was made in good faith,
within the course and scope of employment or other professional relationship,
and does not result in further use or disclosure. For example, if a billing
employee opens an e-mail with PHI mistakenly sent by a nurse, this would not be
a breach if the billing employee realizes he is not the intended recipient, notifies
the nurse of the mistake and deletes the e-mail.
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» [nadvertent disclosure of PHI from a person who is authorized to access PHl at a
facility operated by a covered entity or a Business Associate to another similarly
situated person authorized to access PHI at the same facility if the information is
not further acquired, accessed, used or disclosed without authorization.
Inadvertent disclosures of PHI from a person who is authorized to access PHI at
a covered entity or Business Associate to another person authorized to access
PHI at the same covered entity or Business Associate are also exceptions.

¢ The unauthorized person to whom PHI has been disclosed would not reasonably
have been able to retain the information. HHS gave two examples. In the first
example, a health plan sends EOBs to the wrong person. The envelopes are
returned by the post office unopened and marked undeliverable. In this case no
breach occurred. If, however, any of the envelopes are not returned, this should
be treated as a potential breach. In the second example, a nurse hands a patient
someone else’'s discharge papers, but realizes her mistake and recovers the
papers quickly. If the nurse can reasonably conclude that the patient could not
have read the information, this would not be a breach.

All workforce members are responsible for immediately reporting breaches or potential
breaches of unsecured PHI. Workforce members may report breaches or potential
breaches to their manager or the Privacy Officer. If a report is made to a manager, the
manager shall immediately report the potential breach to the Privacy Officer.

b. Procedure.

The Privacy Officer shall be responsible for investigating all reported incidents of
possible breaches in the security or privacy of PH! held by the Plan. After
investigation and determination that an actual breach occurred, the Privacy
Officer shall takes necessary steps to investigate to determine if a breach has
occurred, mitigate harm to the extent feasible, provide required notifications, and
take steps to reduce the likelihood that that similar breaches occur in the future.

The Privacy Officer shall maintain a Privacy Breach Incident File. In the event of a
PHI privacy or security violation, the following steps shall be taken:

(1) Report of Possible Breach.
Any Workforce Member or other individual (such as a Business Associate) who
becomes aware of a possible breach of the privacy or security of PHI maintained
by the Pian shall report the alleged breach to the Privacy Officer.

The Privacy Officer shall then take the following steps:

o Ask the Workforce Member or other individual reporting the breach to
provide the details of the alleged breach in writing (Form “V").
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* Review the written summary and determine if further investigation is
necessary.

s Conduct an investigation. Determine the following:

>

»

>

Whether a breach has occurred.
If a breach occurred, what level of breach occurred:

* Very serious — a large amount of data, or very sensitive data
was improperly disclosed.

= Serious - a large amount of data has potentially been
improperly disclosed, but the likelihood of access is slight.

* Important — protected participant data has been inappropriately
released to a business partner.

* Minor - protected participant data has been handled
carelessly, but no exposure occurred.

If a breach occurred, what level of culpability exists:

* Very serious — Workforce Member or other individual engaged
in malicious misconduct.

= Serious — Workforce Member willfully ignored established
policies and procedures.

* Important — Workforce Member inadvertently failed to follow
established policies and procedures.

= Minor — Workforce Member made an error in judgment based
on a misunderstanding of the policies or procedures.

e If a breach of privacy or security may have occurred, create a Privacy
Potential Breach Incident File. The File shall contain the following:

3

»
>
>
>

The Report of Privacy Incident Review (Form “W").

The original written summary of the alleged breach.

The intended course of action to investigate the alleged breach.
Documentation of the investigation, including any documentation
related to any interviews.

All correspondence related to the alleged breach, including
correspondence with legal counsel, if any, which shall be marked as
“privileged and confidential.”

Documentation of the decision as to whether a breach occurred and
any steps taken to resolve the issue.

e Document any data or physical materials that may have been
compromised, lost, destroyed, or stolen.
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For serious and very serious situations, inclusion of outside lega! counsel.
For serious and very serious situations, inclusion of professional, state
and/or HIPAA oversight agencies such as the Office of Civil Rights.

Develop an action plan, including the following;

> Steps to be taken to determine the actual cause of the breach.

» A determination of whether policies and procedures need to be
changed to prevent future breaches, and if so, which policies and

procedures.

» Steps to contact affected individuals whose PHI has been or is
reasonably believed to have been compromised by the breach.

Provide notice (Form “X"), which must be written in plain
language and contain the following:

A brief description of what happened, including the date of
the breach, if known, and the date of the discovery of the
breach;

A description of the types of unsecured protected health
information that were involved in the breach (such as
whether full name, social security number, date of birth,
home address, account number, diagnosis, disability code,
or other types of information were involved);

Any steps individuals should take to protect themselves from
potential harm resulting from the breach;

A brief description of what the covered entity involved is
doing to investigate the breach, to mitigate harm to
individuals, and to protect against any further breaches; and
Contact procedures for individuals to ask questions or learn
additional information.

A toll-free number, an e-mail address, web site, or postal
address.

Provide notice as soon as possible, but no later than 60 days
after the date of discovery.

Notice must be provided by first class mail, unless only
insufficient or out-of-date contact information exists. if only
insufficient or out-of-date contact information exists, the
following steps must be used:

If there are fewer than 10 individuals who cannot be
contacted by first class mail, then notice may be made
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using an alternative notice such as by e-mail, by
telephone, or by other appropriate method.

= |If there are 10 or more individuals who cannot be located by
first class mail, then an alternative notice must be posted on
our website for at least ninety (90) days in a conspicuous
location, or it must be posted in a major print or broadcast
media where the affected individuals most likely live. The
notice must also include a toll-free number to call for more
information. The toll-free number shall be active for at least
ninety days.

* |f a breach affects the protected heaith information of 500 or
more individuals, the Privacy Officer shall notify the
Department of Health and Human Services (“HHS") as
required by HIPAA (Form "Y") within 60 days. Sixty days is an
outer limit but may be a reasonable time for providing the
notification of Breach depending upon the facts and
circumstances. If a breach affects the protected health
information of fewer than 500 individuals, the Privacy Officer
shall log the breaches and report all breaches on an annual
basis and no later than 60 days after the end of the calendar
year in which the breaches were discovered. Instructions along
with a list of the data elements required by HHS and the
website address are contained in Form Y.

» [f a breach of Unsecured Protected Health Information involves
more than 500 residents of a single State or jurisdiction,
notification shall be provided to prominent media outlets
serving the State or jurisdiction without unreasonable delay
and in no case later than 60 calendar days after Discovery of
the Breach. (See Form Z for a Sample Press Release.) Sixty
days is an outer limit but may not be a reasonable t{ime for
providing the notification of Breach depending upon the facts
and circumstances.

* If a law enforcement agency requests that the notice to
individuals and the media be delayed on the grounds that
notice may impede a criminal investigation or national security,
the notice must be delayed, but for no more than 30 days. See
Request Made by Public Official beginning on page 42 for
procedures on identification of law enforcement personnel
prior to disclosure PHI.

> Appropriate consequences for any responsible Workforce Member(s).
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> Changes, if any, necessary to policies and procedures to prevent
future similar breach.

» Include Action Plan in the Privacy Incident File.
(2) Concluding Investigation.

Upon conclusion of investigation into a potential breach, the Privacy Officer shall
take the following steps:

« Document the outcome of the investigation in the Privacy Incident File.
* Administer and document any necessary sanctions and disciplinary actions.

+ Make changes, if necessary, to policies and procedures.
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APPENDIX A

Medical Mutual, Omni Group
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APPENDIX B
FORMS

Form A — Authorization
Form B - Revocation of Authorization

Form C - Individual Request to Inspect and Copy Protected Health
Information

Form D - Response to individual Request to Inspect and Copy Protected
Health Information

Form E - Individual Request to Correct or Amend a Record
Form F - Response to Individual Request to Correct or Amend

Form G - Individual Request for Restrictions on Use or Disclosure of
Protected Health information

Form H — Response to Individual Request for Restrictions on Use or
Disclosure of Protected Health Information

Form | - Individual Request for Confidential Communication of Protected
Health Information

Form J — Response to Individual Request for Confidential Communication
of Protected Health Information

Form K ~ Individual Request for an Accounting of Disclosures of
Protected Health Information

Form L - Statement of Disagreement with Response to Request to Amend
or Correct a Record

Form M - Complaint Form

Form N — Complaint Review Form

Form O — Employee Confidentiality Agreement
Form P - Protected Health Information Disclosure

Form Q - Personal Representative Designation
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Form R - Acknowledgement of Continued Obligation to Maintain
Confidentiality of PHI

Form S — Security Access Worksheet

Form T - Notice of Termination of PHI Access
Form U — [Reserved]

Form V — Report of Security Incident Review Form
Form W - Report of Privacy Incident Review Form
Form X — Sample Breach Notice to Individual

Form Y — Notice to Secretary of HHS of Breach of Unsecured Protected
Health Information

Form Z — HIPAA Security Breach Notification Sample Press Release
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100 Exscutive Drive 2100 Citygate Drive
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MASTER SERVICE AGREEMENT
CORE SERVICES

This agreement for the provision of Core Services (the “Agreement”) is entered into on
by and between META Solutions (the “Provider” or “META”) and the Clearview
Local School Board of Education (the “Owner”)(collectively the “Parties” or the “Party™).

Purpose & Background

META is an information technology center organized as a regional council of governments. The Owner
is an organization authorized by the Ohio Department of Education to utilize the services of an information
technology center. The Owner is a “User Entity” of META.! All information technology centers must
maintain fully executed contractual agreements with their user entities.

In exchange for the agreements outlined herein and other good and valuable consideration the Parties
agree as follows:

I. TERM OF AGREEMENT
A. This Agreement shall be for a one-year period beginning July 1, 2016 and ending June 30, 2017.

B. Termination or non-renewal of this Agreement alone shall not constitute withdraw from META as
an ITC. Withdraw shall be governed by META’s governance documents. In the event of a
termination, expiration or non-renewal of this Agreement that does not coincide with a withdraw
from META, the ITC, this Agreement shall automatically renew for successive one-year terms
adjusted, as necessary, to run concurrently with membership in META as defined in META’s
governance documents.

II. PROVIDER’S GENERAL RIGHTS AND RESPONSIBILITIES

A. META shall provide the Owner those services included on Schedule I (“Core Services”) of this
Agreement and/or those services selected on Schedule I of this Agreement.

B. This Agreement contemplates the incorporation or potential need for future execution by META
and the Owner of one or more written statements of work or separate service agreement(s) when
necessitated by and the nature of the requested service(s). Each SOW is hereby incorporated into
this Agreement. If the SOW conflicts with the terms and conditions of this Agreement, the terms
and conditions of the SOW shall control. However, no SOW shall replace, modify, or void any of
the terms and conditions of Article I of this Agreement.

C. META will provide Owner with sufficient training opportunities as necessary for Owner to
effectively utilize Services as determined by Provider.

D. META will provide and implement software upgrades within a reasonable time following receipt,
and will provide training to Owner on such upgrades when necessary for Owner to effectively
utilize Services.

E. META will be the point of contact for all service problems experienced by Owner related to the
provision of Services. If EMIS Services are provided as included Services under this Agreement,
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META will work with Owner to fix EMIS fatal errors that may be generated regarding Owner’s
data.

F. META will comply with any security standards necessary to meet state and federal auditing
requirements. META will require current written authorization from Owner authorizing User
access to, or the discontinuance of access to, username and password protected data.

G. To comply with a change in governing law or regulatory requirements, or changes to any
applicable Third-Party Agreement, META may discontinue or limit Services and/or impose
additional restrictions or requirements on such Services upon thirty (30) days’ written notice to
Owner.

H. META may enter into agreements with third-party vendors and service providers for the purpose
of securing discounted pricing and other favorable contract terms for members. If META has
entered into an agreement with a third party vendor/service provider for such member benefits,
and if the Owner subsequently agrees to purchase goods or services pursuant to the agreement
between META and the third-party vendor/service provider, the Owner agrees to be bound to the
terms and conditions of the corresponding META agreement with such vendor/service provider,
and to be primarily liable for any payments due to the vendor/service provider on account of the
Owmer's agreement to receive goods or services from the vendor/service provider.

I. META reserves the right to discontinue Owner’s access to the Services and/or seek other legal or
equitable relief for use of the Services by Owner or its Users that META deems to be in violation
of the rules and regulations of the State Board of Education; or in violation of this Agreement; or
in violation of any applicable Third-Party Agreement; or in violation of state or federal law; or for
knowingly permitting or encouraging unauthorized access to the Services.

J.  The Parties acknowledge that META has offered the Owner at least the minimum state-subsidized
services as identified in Ohio Administrative Code and required by the Ohio Department of
Education.? META shall conform to the quality implementation standards, as defined by the Ohio
Department of Education for all core services. Any delays in META’s performance of its
obligation hereunder shall be excused to the extent that such delays may be due to causes not
within METAs control.

III.OWNER’S GENERAL RIGHTS AND RESPONSIBILITIES
A. Membership in META

1. Owner hereby accepts, ratifies, enters into, and agrees to adhere to, the povernance documents
of META, including but not limited to META's Constitution and META'’s Bylaws, as the same
may be amended from time to time.

2. Owner shall be a Member of META, and shall have all the rights and responsibilities associated
with Full or Associate membership, as applicable. Owner's status as a Full Member or as an
Associate Member shall be in accordance with META's Constitution and Bylaws and may vary
from time to time depending upon Owner's identity, the services Owner is receiving from
META, and other criteria established by the Constitution and Bylaws then in effect.

3. Owner shall be entitled to one delegate to META's General Assembly. Owner's superintendent
(or equivalent official) or his/her designee shall serve as Owner’s delegate to the Assembly
and shall have one vote on matters before the General Assembly.
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4. This Section III(A), confirming Owner's membership in META, shall survive the expiration
or earlier termination of this Agreement. Owner's membership in META and consequent rights
and responsibilities as described in this section shall continue until Owner withdraws or is
disqualified from membership in accordance with META's then current Constitution and
Bylaws.

B. Owner shall comply with all applicable policies of META.

C. The Owner shall undertake its obligations set forth in the attached Schedule(s).

D. The Owner agrees to be solely responsible to META for all charges billed by META for all
services secured through this Agreement. Except as otherwise explicitly provided such charges
shall be billed monthly according to META’s invoice terms.

E. Owner is responsible for entering accurate data into the software and/or systems under this
Agreement, for maintaining the data, and for checking the accuracy of such data.

F. If data conversion is necessary in the course of providing Services and available from META,
Owner agrees to pay META for data conversion costs.

G. Owner shall be responsible for maintaining the hardware and connections necessary to access the
Services provided under this Agreement, including intemet access, Local Area Networks, and
other utilities as needed.

H. Owmner shall not resell access to any of the Services provided under this Agreement.

[ Owner may utilize the Services provided hereunder only for educational and educational
administrative-related services.

J. If requested for an audit of META or its Services, Owner will provide necessary information to
META or its auditors.

K. Owner acknowledges that access to the Services is provided by META subject to and pursuant to
the terms of one or more Third-Party Agreements. Owner has had an opportunity to review any
applicable Third-Party Agreement(s) and agrees to abide by the provisions of such Third Party
Agreement(s) as are applicable now or may be applicable during the term of this Agreement.

L. Owner is solely responsible for unauthorized access to the Services or data.

IV.OWNER PAYMENTS

A. Owner agrees to be solely responsible to META for all charges billed by META for Services
provided to Owner under this Agreement. Charges for the Services provided under this Agreement
are set forth in attached Schedule 1. Charges will be billed to Owner on a monthly basis, and
payment is due in full within thirty (30) days of invoice.

B. Where charges set forth in attached Schedule 1 are based upon the number of students in the
Owner’s system, such number of students will be the Average Daily Membership — Head Count
(as that term is used by the Ohio Department of Education).

C. Owner agrees to pay all taxes, fees, charges, surcharges, and other similar amounts due in regards
to the Services provided by this Agreement.

D. Owner agrees to pay all costs incurred by META on behalf of Owner to provide the Services
including but not limited to charges related to Third-Party Agreements, license fees, collection
costs, late fees, service charges, and termination costs to the extent permitted by law.

E. Owner agrees to pay for any installation costs if any such costs are incurred as a result of providing

Services to Owner.
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F. META may at its sole discretion terminate or suspend the Services to Owner if any invoice
payments are in arrears by more than sixty (60) days. Such suspension shall not be deemed a
waiver of other legal or equitable rights META may have for full payment.

V. FAILURE TO APPROPRIATE OR PAY FUNDS

In the event that Owner shall fail to appropriate sufficient funds or to pay any or all obligations under this
Agreement when due, then Owner agrees to be responsible for the contracted annual amount in full for
the balance of the current fiscal year (July 1 - June 30), less the amount already paid by Owner for such
fiscal year.

VL WARRANTIES AND LIMITATIONS ON LIABILITY

A. OWNER EXPRESSLY AGREES THAT USE OF META’S SERVICES UNDER THIS
AGREEMENT ARE AT OWNER'’S SOLE RISK. THESE SERVICES ARE PROVIDED ON
AN“ASIS,” “AS AVAILABLE” BASIS WITHOUT WARRANTIES OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO WARRANTIES OF TITLE,
FITNESS FOR A PARTICULAR DUTY, MERCHANTABILITY, NONINFRINGEMENT, OR
WARRANTIES ARISING FROM ANY COURSE OF DEALING OR USAGE OF TRADE. NO
ADVICE GIVEN BY META’S EMPLOYEES, AGENTS, OR INDEPENDENT
CONTRACTORS, OR THE EMPLOYEES OF META’S AGENTS OR INDEPENDENT
CONTRACTORS, SHALL CREATE ANY WARRANTY OF ANY KIND. UPLOADING,
DOWNLOADING, STORING, TRANSMITTING, AND OTHERWISE ACCESSING OR
DISTRIBUTING INFORMATION VIA THE SERVICES BY OWNER AND/OR ITS USERS IS
AT OWNER’S OWN RISK.

B. META DOES NOT WARRANT THAT THE FUNCTIONS OF THE SOFTWARE WILL MEET
ANY SPECIFIC OWNER OR USER REQUIREMENTS, OR THAT SERVICES PROVIDED
WILL BE ERROR FREE OR UNINTERRUPTED; NOR SHALL META BE LIABLE FOR ANY
ACTUAL DAMAGES OR ANY INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES (INCLUDING AS A RESULT OF LOSS OF DATA OR
MISINFORMATION) SUSTAINED IN CONNECTION WITH THE USE, OPERATION, OR
INABILITY TO USE META’S SERVICES BY OWNER OR ITS USERS. THE AGGREGATE
LIABILITY OF META FOR ALL ACTIONS IN CONTRACT AND/OR TORT (INCLUDING
NEGLIGENCE AND PRODUCTS LIABILITY) SHALL BE LIMITED TO THE FEES PAID
BY OWNER IN THE SIX (6) MONTHS PRECEDING THE DATE THE CLAIM ARISES.

C. Owner understands and agrees that META will exercise no control over the information that
Owner and its Users may transmit and receive as a result of the provision of Services by META.
Owner assumes full responsibility for any and all access to, transmission and usage information
accessed or sent by its Users through the Services.

D. Owner understands and agrees that META shall have no responsibility for Owner’s or its Users’
accessing or transmitting offensive or unlawful information, interference or unlawful access to
others’ information or networks, or other offense or unlawful activity for which META’s Services
may be used.

E. Owner agrees that META shall not be liable for failure to provide Services if such failure is caused
by acts of God, epidemics, lightning, winds, fires, landslides, floods, earthquakes, droughts,
famines, acts of public enemies, explosions, insurrection, military action, sabotage, riots, civil
disturbances, failure of a utility or utility-type services which is essential for META to provide the
Services, or other event(s) not reasonably within the control of META.
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VIL

VIIL

C.

Owner agrees that META shall not be liable as a result of the actions, errors, omissions, or
negligence of Owner or its personnel, employees, agents, or Users.

Owner agrees that META shall not be liable with regards to third parties for any action, error,
omission, or negligence of Owner and/or its Users.

If the Owner is not a public entity, Owner agrees to indemnify META and hold META harmless
regarding any liability META may have to Owner or third parties regarding the acts or omissions
of Owner and/or its Users.

PROPERTY

Any hardware and/or software installed by META in regards to the Services provided under this
Agreement remain the property of the META. In the event this Agreement is terminated, Owner
agrees to permit META to remove any such hardware and/or software as soon as may be
reasonably practicable after the date of termination.

Any data files shall remain the property of Owner. In the event this Agreement is terminated,
META agrees to return all available files to Owner as soon as may be reasonably practicable after
the date of termination.

CONFIDENTIALITY OF INFORMATION

META shall exercise ordinary care in preserving and protecting the confidentiality of information
and materials furnished by Owner, to the extent required by law.

Except as required by law, META agrees not to disclose any materials, information, or other data
relating to Owner’s operations to other individuals, corporate entities, districts, or governmental
agencies, without prior written consent from Owner.

Except as required by law, Owner agrees not to disclose any information or documentation
obtained from META.

IX.NOTICES

All notices permitted or required to be given to either of the parties to this Agreement shall be in writing
and shall be deemed given or delivered when: (a) delivered by hand or (b) mailed, if sent by regular mail
or other express delivery service (receipt requested), in each case to the appropriate addresses set forth
below (or to such other addresses as the party may designate by notice to the other party hereto):

1. Ifto META:
Name: META Solutions
c/o Contracts & Accounts
Address: 100 Executive Dr.
City/State/Zip: Marion, OH 43302
Phone: (740) 3894798
Facsimile: (740) 389-4517
E-mail: avanderhoff@METAsolutions.net
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2. Ifto Owner:

Name:
Address:
City/State/Zip:
Phone:
Facsimile:
E-mail:

GENERAL PROVISIONS

A.

B.

Successors. This Agreement shall be binding upon and shall inure to the benefit of the
parties hereto and their respective successors.

Assignments. This Agreement and the rights, duties, and/or responsibilities herein may
not be assigned to another individual or entity without the written consent of the non-
assigning party to this Agreement.

Modification, Waiver, Discharge, etc. This Agreement may not be discharged, changed
or modified in any manner, except by an instrument in writing signed by both parties. The
failure of either party to enforce at any time any of the provision(s) of this Agreement shall
not be construed to be a waiver of any provision(s), nor in any way to affect the validity of
this Agreement or any part hereof or the right of either party hereto to enforce each and
every such provision. No waiver of any breach of this Agreement shall be held to be a
waiver of any other or subsequent breach. Furthermore, the term of any purchase order,
invoice or like document issued in conjunction with the Service to be provided herein shall
not serve to add to or modify the terms of this Agreement.

Captions. The captions in this Agreement are inserted only as a matter of convenience
and as a reference, and in no way define, limit or describe the scope or intent of this
Agreement or any of the provisions hereof.

Rights of Persons Not Parties. Nothing contained in this Agreement shall be deemed to
create rights in persons not parties hereto, including Users as defined by this Agreement.
Severability. If any provision of this Agreement or the application thereof to any persons
or circumstances shall, for any reason or to any extent, be held invalid or unenforceable,
the remainder of this Agreement and the application of such provision to such other persons
or circumstances shall not be affected thereby, but rather shall be enforced to the greatest
extent permitted by law.

Entire Agreement. This Agreement, together with the documents referred to herein, shall
constitute the entire agreement between the parties with respect to the subject matter hereof
and shall supersede all previous negotiations, commitments and writings with respect to
such subject matter.

Counterparts. This Agreement may be executed in several counterparts, all of which
taken together shall constitute one single agreement between the parties hereto.
Construction. This Agreement and its validity, interpretation and effect shall be construed
in accordance with and governed by the laws of the State of Ohio, without regard to conflict
of laws provisions. The parties have participated jointly in the negotiation and drafting of
this Agreement. If any ambiguity or question of intent or interpretation arises, this
Agreement shall be construed as if drafted jointly by the parties and no presumption or
burden of proof shall arise favoring any party by virtue of authorship of any specific
provisions of the Agreement. When used in this Agreement, the terms “include” or
“including” shall mean including without limitation. Unless the context requires otherwise,
any reference to the masculine, feminine, and neuter genders include one another.
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J. Compliance with Law. Each party agrees to comply with all governmental laws and
regulations applicable to the use of the Services. Owner agrees to provide such written
evidence of the approval of this Agreement as may be required by law. In the event of a
dispute between the parties hereto to enforce any term of this Agreement, the prevailing
party shall have the right to collect from the other party its reasonable costs and necessary
disbursements and attorneys' fees incurred in enforcing this Agreement.

K. Fully Understand and Freely Enter. The undersigned hereby acknowledge that they
have read and understand the foregoing, including the sections regarding warranties and
limitations on liability. The parties to this Agreement also acknowledge that the execution
of this Agreement is a free and voluntary act, done in belief that the Agreement is fair and
reasonable. Finally, the parties acknowledge that they have had the right and opportunity
to consult with and obtain the advice of independent legal counsel of the parties’ own
choosing in the negotiation and execution of this Agreement.

By signing this Agreement, the individuals indicate all of the following:

1. They are authorized to sign on behalf of their respective entities; and

2. That they have read, understand and agree to the terms of this Agreement, including the
provisions of the attached Schedules which is hereby incorporated into this Agreement by
reference, on behalf of their respective entities; and

3. All information provided in connection with this Agreement is true and accurate; and

4. This Agreement has been approved by formal action of the Board of the respective entity.

IN WITNESS WHEREQF, the parties have executed this Agreement to be effective on the date first set
forth above.

FOR OWNER:

Printed name of Owner

Signature of Authorized Owner Representative Date

Printed name of Authorized Owner Representative
FOR PROVIDER:

META Solutions

Authorized Signature Date

Printed name of Authorized Signature
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STATEMENT OF WORK
LIBRARY SERVICES / INFOHIO

The Parties have entered into a Master Service Agreement for services, including but not limited

to Library Automation via INFOhio (the “Agreement”). In accord with the terms set forth in the
Agreement and the incorporation hereof, this statement of work (SOW) shall outline the scope of work as
well as additional terms associated with the provision of INFOhio support.

I. META Responsibilities:

A.

Software Training and Library Professional Development opportunities are provided several times
during each school year. Content includes: CIRCULATION, REPORTS (included with
Circulation and Inventory), INVENTORY, NEW FEATURES (as needed), ELECTRONIC
RESOURCES (as needed), and the Online Public Access Catalog (OPAC) (included with
Circulation).

1. 'New Library Staff' training will be provided by META in August/September. Upon
completion of training, new library staff will be given software log in access.

2. ‘'Existing Library Staff' Professional Development / Training opportunities will be provided on
an as need basis by META.

META will provide timely assistance to school library client in order to resolve problems or after
troubleshooting, escalate to the appropriate department for resolution

META will provide instructional documentation for all software as well as 24/7 electronic access
to the same.

META will provide "MARC record specifications" to libraries for each of their vendors so that
coding of library holdings is in compliance with INFOhio specifications. META will auto-load
MARC records provided by vendors who follow the INFOhio specifications.

META will work with district IT staff to ensure library equipment is configured according to
INFOhio specifications.

META will provide all database management for school libraries which includes:

1. consultation with library staff to determine licensure / library policies / procedures for efficient
implementation of library software;

2. hosting all data on META servers and management of servers;
3. regular data backup including off-site backup protection; and
4. integration of patron data into library software.

I1. School District Responsibilities:

A,

District will provide a ‘library coordinator' who is knowledgeable and proficient with the library
automation software and who will serve as the META point-of-contact and will be responsible for
the following:

1. Coordination for submittal of student data (from student software system), in a pre-defined
format determined by META, on a daily basis.
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2, Ensure library computers/equipment meet INFOhio specifications and that the Library Staff
be granted the proper permissions to the installation directory and the documents and settings

directory as outlined by INFOhio.
3. Coordination of staff attendance at library trainings/meetings to ensure compliance of training
requirements:

a. New Library Staff must attend a minimum of 3 'new staff' trainings (in year one) that are
provided by META. Upon completion of basic training, new staff will be given software

log in access.
b. Existing Library Staff will attend at least 2 META meetings/trainings annually.
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SCHEDULE I
CORE SERVICES SUMMARY OF COSTS

This schedule is hereby made a part of the Agreement for 2016-17 by and between the Clearview Local

Schools and Meta Solutions. Services will be rendered for the period of the Agreement, unless otherwise
stated below.

Services I_ncluded

Fiscal Support

SIS Support

EMIS Sipport — _— e .
INFOhio Support |
Access & Networking' T e :
Professional Development Consultation
MEC Purchasing e ST
Disaster Recovery (core services)

Meta Instructional ‘Services Consultation

SPAM Filtering

Leadership Searches

Grant Management/writing

Consulting Services

| CISCO Academy

Headcount 1,601 .-

Cost (89.75 per headcount) $15,609.75 |
Date;

Clearview Local Authorized Signature

Date:

Meta Authorized Signature

1 Access & Netwa rking included herein shall refer to the internet access and networking services as defined in 0AC 3301-3-01(B)(5E) effective
05/22/2010. Network Access services are covered under the guidelines of USAC's eRate program.
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